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Lest we forget ....
e Internet is one of the greatest inventions of
mankind
e How can we make sure to keep the benefits?
e How can we contain the darker side?
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Where are we?
e OECD anti spam taskforce (2004 — 2006)
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OECD recommendations

1. There is no silver bullet

. All parties involved have an important role to
play
. Governments: anti-spam law, raise awareness

4. Enforcers: toolkit, means, priorities, enforce

ndustry: take measures, develop and adopt
pest practices

Public: a safe use of the internet



Where are we? (2)

The threats have changed since 2006
Fines? Jailtime? Disruption?
Individually we can’t make the difference

Genuine across the board cooperationis in it’s
infancy



What does this problem take?

Cooperation

Based on trust
Common goals

Shared solutions
Share information
Cross border obstacles
All sorts of barriers



Who need to cooperate?

 Law enforcement nationally
 Law enforcement internationally
e Industry

e Law enforcement and industry

 Law enforcement and Internet Resource
Organisations

e Governments



LEA — RIPE working party

e Suggestion to start a working party
 Focus on work

* |ncentives are:

1. Industry does not benefit from black hats
2. Society at large is threatened

3. Criminals need to be stopped/caught



Topics

Four topics are identified as a good start

1.Contactlist

2. Technical meeting between RIPE NCC and LEA
digital investigators

3.Template for information requests

4.Inventory of perceived problems and identify
solutions



LEA — RIPE working party (2)

Additional benefits:
A.LEA’s meet constructively also
B.Trickle down at national level

C.A better understanding of each others
position

D.Understanding leads to common efforts
E.Intelligence position improves



Any questions?
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