REPUBLIC OF COLOMBIA

DRAFT MEASURES AGAINST

CYBERCRIME




GENERAL TOPICS OF THE DRAFT

INTERINSTITUTIONAL WORKGROUP.
Emphasyses on inteligence agencies concept

INTERNATIONAL LEGAL DEVELOPMENT. Follow COE Convention.
GLOSARY: Technical definitions.

ADD CRIMINAL OFFENSES
- abusive access to a computer system or communications.
- ilegal block in computer systems and communications
- ilegal interception of computer data
- computer damage
- production and traffic malicious codes
- violation of personal data
- phishing
- electronic fraud

PENALTIES: reasonable, dissuasives, proportional.




GENERAL TOPICS OF THE DRAFT

SPECIFIC CIRCUMSTANCES OF AGGRAVATION.

« Officials or financial sector networks or computer systems.
» Public employee in the performance of their duties.
» Reveal the content of the information to the detriment of another.

» Getting advantage for himself or a third party.
» With terrorist purposes or generating risk to the national security.
» Using a bona fides third party as an instrument.

GENERAL CIRCUNSTAMCE OF INCREASED PENALTIES. (To cover
ALL criminal offenses of the penal code when the crime is commited
using cyber tools)
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