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Cyberconflits
2007
Les deux premiéres attaques massives ciblées

L’Estonie - La Chine

Les attaquants et commanditaires
ne sont pas formellement identifiés

Les Etats victimes ne ripostent pas

Ces deux formes d’attaques démontrent
la totale vulnérabilité des systemes d’information
des réseaux les plus protégés du monde.
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Cyberconflits

Estonie

128 attaques Ddos

Des attaques de plus de 10
heures

1 million d’ordinateurs
zombies répartis sur environ
60 pays.

5 millions de clics par
seconde.
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Cyberconflits

www.peaminister.ee (Site Web du Premier Ministre): inaccessible
www.mkm.ee (Ministere de ’Economie): inaccessible
www.sisemin.gov.ee (Ministere de I'Intérieur): inaccessible
www.vm.ee (Ministere des Affaires Etrangeres): inaccessible
www.valitsus.ee (Site Web du Gouvernement): inaccessible
www.riigikogu.ee (Site Web du Parlement): inaccessible
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Guerre numerique

Cyberconflits

La République Populaire de Chine
Des attaques simultanées destinées a récupérer
de I'information confidentielle.
Cibles : Les Etats-Unis, le Royaume-Uni, I'Allemagne, la France,

la Nouvelle-Zélande et I'Australie.

Méthodologie : envoi d’'un email avec piéce jointe d’un fichier au format
Microsoft PowerPoint ou Word infecté par un cheval de Troie.



Guerre numerique @

Cyberconflts

La Chine

Honker Union of China:
'armée de 20 000 hackers chinois
attaque depuis 8 ans les serveurs

américains et occidentaux.
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Des attaques possibles grace a la publication d’outils performants
sur les forums et les sites underground par des organisations criminelles ;

Interface graphique,
Versions disponibles en plusieurs langues
Mises a jour contre les patchs des antivirus
Nombreuses fonctionnalités
Back office

Choix des pays sources
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Diversité des attaques

Le succes des attaques en Estonie a fait passer
les prix de vente de Mpack de 700 a 1000 US$

Modules supplémentaires : entre 50 et 150 US$
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Criminalité numeérique

Etat des menaces et tendances
de la criminalité numérique.

Origine des attaques :

- Spam et phishing : USA

- Attaques ciblées, espionnage et contrefacon : Chine

- Fraude financiere, pump and dump, extorsion : Europe de I'Est
- Chevaux de Troie destinés aux banques en ligne : Brésil
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La fraude identitaire

40 identités completes = 2000 cartes bancaires

Infostealer.Monstres : un Trojan qui a subtilisé plus
de 1,6 million d’identités sur le site Monster.com

La fraude identitaire rapporte plus que le vol de cartes bancaires

C’est devenu une monnaie d’échange dans le monde underground.



SIGN UP FREE TODAY!

HO CREDIT CARD REQUIRED, HO OBLIGATION
SEND YOUR FIRST 25 EMAILS ON US!

Email Address:™
Serves as wour username

“rouwill be ashed to verify this email address

Password:™

Confirm Password:*
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Your Industry:
Non Profit Organization - |

Finance, Insurance -
Health Services
Hotel/Resaort

Legal/Law Office

Life Coach
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By clicking this button, you agree to the
WerticalRezponse Terms of Service,
VerticalResponse will never share, or rent
thiz informmation to others (Privacy
Palicy],

ﬁ*ticalnesponse Email Newsletters Made Easy!

Save Time:
Whether you want to use your own HTML or ane of our custom-designed templates,
just add your copy, choose your lists and you're ready ta launch.

Save Money:
You anly pay forwhatyou send — no manthly minimurms, no contracts. All for only 1¢
or =0 per email.

Increase Sales:
Dirive website sales, retail store visits, ticket sales, or qualified leads —whatever
your goals, using WerticalResponse makes it easierto achieve thern.

“VerticalResponse helps Spfendora.mm’s
50,000+ email subscribers stay hip to
everything fabulous, every Friday.”

Gina Pell .
CEO & Founder, Splendora.com \M‘“‘“ ;

Grow Your List:

Qur free optin farm helps turn yaur website visitors into actual email leads. Send
follow-up emails and carwvertthem into customers! Or download into Excel as leads
far your sales team.

High Delivery Rates:
We are Anti-SPAM compliant, which means your email gets into your recipient's
inboz, notthe junk folder.

Free Data Hosting:
Host any amount of data you want with our free aptin form at no charge. Upload as
many lists as vou like.

Free and Friendly Support:
We're here to help vou make your campaigns a success. Contact us by email,
phone or live chat, whatewer you prefer.

Sign-up for your VerticalResponse account today!
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The power of e-marketing at your findertips!
Take & tour of the amazing features that puts
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' has successfully delivered over 1 million emails!
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Le Phishing
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MAGIC MUSHROOMS
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SHROOMS

There are many
psychoactive
rushroorms, With our
grow kits you can easily
grow them yourself, Get
a new view of the
universe,

* Shrooms

GROW BOXES

All the work has been
done for you, Just open
the box and after 2
weeks you can harvest
wour mushrooms, The
grow boxes can be
stored outside of the
fridge for a couple of
weeks,

** Grow boxes

SPORES

Spores for growing your
awn muzhrooms, for
both the beginner and
advanced grower.

*» Spores

ENERGIZERS

*
* *
* *
* o *
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PARTY ENERGIZERS

based an herbs,

Safe and natural XTC

* Party Energizers

CONCENTRATION ENERGIZERS

A selection of herbs
that enhance
concentration and other
thinking abilities,

# Concentration

Energizers

SPACY ENERGIZERS

Mildly psychedelic
anergizars.

* Spacy Energizers

Stupéfiants

THE BUD SHOP §

THE STRONGEST LEGAL BUD ONTHE PLANET...

Categories

Eurao 57

= TOP QUALITY LEGAL BLID

Big Buddha Bud
Chrystal Craze
Hawwaiian Heat

Holland Haze

Super Stunk

= SMOKIMG ACCESSORIES

Currencies |

Wl |0 htkpipfthebudshop, hkfcatalog/indsx, php?cPath=23

Categories

Super Stunk

Super Stunks: Ulkra potent
bud with incredible smell and
consiskency, K

Hawaiian Heat

Hawaiian Heat: This special
blend of pokent bud

Shopping Cart
2 items

Holland Haze

Holland Haze: Straight Fram
its namesake, this Dutch
blend has been ho

Chrystal Craze

Chiystal Craze: Highly
okent, high inkensity bud
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PerfectUrine

The Complete Kit Displaying 1 to & {of @ products) Result Pages: 1 2 [
The Sample Kit

The Transport Kit

The Ultimate Kit

Synthetic Urine

Drug Testing Kits

Replacement Parts

CATEGORIES Instant View, 1 Instant View, 1
'(I'st Card ) '(I'at Card )
AMPHETAMINE DETAILS BARBITURATES DETAILS

Please Select - £5 $5.95

Guaranteed Drug-Free Pre-Tested Urine Kits or
your money back!

WHAT'S NEW?

;i’ass the Tesi! 1= Us Doller - Vitems
-

Instant View, 1 Instant View, 1

BRODICTS PASS A DRUG TEST » CLEAN URINE SAMPLES » MOST POPULAR Step Urine Drug Step Urine Drug
INSTANT VIEW, 1 Test Card [ Card [TRODTD CART
4 (BENZODIAZEPINE)

* The Complete Kit Displaying 1 to & {of 7 products) ResultPages: 1 2 [Next>> $5.95 <
+ The Sample Kit
+ The Transport Kit

—_—— —_——
The Ultimate Kit i ! : —
Synthetic Urine £
Drug Testing Kits 3
Replacement Parts H H

Instant View, 1 Instant View, 1

CATEGORIES Mini Sample Kit Mini Sample Kit %g?é';:ge Drug [ ?gg é';:ge Drug
(Human Urine) ’ (Synthetic Urine) (FCSTASY) (MARTIUAHA)

Most Popular -

WHAT'S NEW?

Stupéfiants

The Complete Kit The Complete Kit
(Human Urine) ' (Synthetic Urine) ¢

DETAILS $59.95 DETAILS

INSTANT VIEW, 1
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"‘% Fraudes a la carte bancaire

-Clonage de cartes — Tout est en vente libre !
Pour une production a grande échelle,
I'investissement est d’environ 5 000 €

Le premier prix d’un kit complet est de 200 € !

WValid 2ZmEx - Small Corporate
3782 761272 02638
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HOME Wabrhop What Ir Ftacker Fuppart Conditicns Contack rffarr

SHOPPIRGCART = B
Woqr Bapkas Containg Rimonabant 10“19
20 tabs
EEEmE Read what the media has reported about
Rimonabant
PRODLETS
» Stachkar Praducts Brtils ' 3 »
= Skackar 2
e ww.quardian . i
= Shyckar @
- Btadhar 10

= Ephadia Produss

= Ephudra §53 it /e buginessueehk comtechn gl gw conte rdd aord 004 .
« Ephudes Supeiabbs
= Lapigan 120 Hitrang yifwww madicslngw 'm bal b & Irmwpid
= Lapigen Suparstrong
» Training & Haalth L] w gl -4 -
- T-kate DHEA
= Tasts Dynamits Bitp/Yuww bloombera cormi snniinass foide 0 0000 8% Eaid .,
- Gilyrn asin
iyt We are the first in the world to offer

- Rimnonabant 200

= Offars
- BLUT

Rimonabant (generic Acomplia) to you
The media has reported about it: a diet
product that reduces your weight, makes you

quit smoking and even decreases your nead of

alcohol and the best thins is: without side
effects! Rimonabant can be used by all
persons who want to lose weight because as
opposed to other products it does not affect
for example a high blood pressure.

Itis also called a miracle...

.which makes shopkeepers out of other diet
products when it is released in 2007, We can
offer this product now! The product is sold as
“Rimonabant” according to the actve
ingredient in the product because Acomplia
which it will be called once released is

patented and can therefore not be used by us.
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Contrefacon
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More Trade Chances for YoUP | Trade Leads |

VYiew Trade Leads | New Trade Leads | Post Trade Leads | My Trade
Leads

TRUST | small order
A plert EBTip

rimonabant ||Sh|:|w All

v | |Trade Leads Type + | |AII Countries

SEARCH

hane - electrical steel - wood log - air line fast food containers - map shell - calcinate alZo.

Home> Trade Leads> Search Results

+ Trade Leads + Company Directory + Product Catalog

Jun 14, 2006 22:21:41 GMT

» Keywords : rimonabant
v 10 trade leads found. Page 1 of 1
All = Buying Leads

+Show: [EEW Selling Leads
CIAE Biz Opportunity

5 New Leals First
Animals v =

yBasic Trade Leads

Place de marché en Chine

Sponsored Links
PEEET T
Do you want

to buy
rimonabant?

3 Go Free Souncing Service

&) Sucralose Rimonabant (s/12/2006)
Qur company is a specialized fine chemical
manufacturer in China, Cur company products list
is as following: triclosan cas#: 3380-34-5
azamethiphos cas#:; 35575-96-3 resorcinol cas#:;
108-46-3 Sucralose(4,1'6-

See Al Leads (19) from Hubel Xiangyun (group)
Chemical Co., Ltd [china]

5/l SILDENAFIL Sucralose Rimonabant
(6/12/2008)
WE ARE A MANUFACTURER OF SILDENAFIL 1M
CHINA,.

See Al Leads (19) from Hubel Xiangyun (group)
Chemical Co., Ltd [china]

O Select

O Select

Ads by Goooooogle

Trade leads for Europe
Import Export
Opportunities with EU
600.000 trade leads.
400.000 users

wanany. e utilia.net

India’s Visual B2B
Portal

Advertise On India's Map
Directory Businesses
Trade Online 1st ¥r Free

vanan.india-b2b.com

importers
Find Business Partners
Worldwide Sell on

International Marketplace
international-business:
contact.com

Export to USA
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Afe you locking
for am
Onlise Prarmazy?

Overseas Pharmacy

Free Guide to No Prescription Online and Overseas Pharmacies

DVERSEAS WOME

Diet Medications

PHARSALY FORUM

FREE TRATION Featwed Sites: 5o

FRLE ETTER

OverseasRxDrugs 10,000+ Generic drugs. Absolute Lowest Prices!
SuperSaverMeds Low, Low Prices with Customer Service
24?-0"19!!0(0 Offers Codeine, Xanax, Valium, Steroids.

Freedom Pharmacy 1600+ Meds. Modafanil, Anafranil. Soma.
XLPhilmOty 500 Products. Extremely Popular.

IntegraRX phentermine, Soma. Ambien, Lunesta, Tramadol. Next Day!

Search IS I

EHEERS LOGIN
WEING THTS SITE
BOOKHMARE $ITE

s Press A ot P s as s

Shaw 20 ¥ et by Nama W Apcending |V e

Aclepsa.com Online Pharmacy & Drugstore

Your Trusted Partner 247'drug5t0re.00m

Home  Terms and Conditions  FAQ  Mewslist  Testimoniale  Affiliate  Support  Link Exchange

Allergy Relief Antibiotics Anti Depression Miscle relaxants Men s health
___Pain Rk Sedativas Soww Weight Los Women's Heskth _ Othr
247-drugstore.com - OI'IIiI'I'E Pharmacv & update: lEL.'Iaail:uary Zoo7
BudgetMedicines.com Acamprosate = drugstore
v peaines at Budget Proesl| | Adco-Dol Codeine A :
Advair Diskus « Order prescription drugs online
Alendronate » No pharmacy or drugstore membership
Armlodipine « Buy prescription drugs without prescription
Amoxicillin « Mo consultation needed
Anafranil « Mo additional fees
Analgilasa » Free worldwide delivery
Anastmzole « Discreet packaging
Selectpharmacy.com =~ || Arimiex « Private and confidential
Atomaoxetine « 100% secure transactions
Atorastatin
v Azithromycin {
i e OO (ot
ORDITIVEY Diked Bupropion

247-drugstore.com - online pharmacy & drugstore, Your Trusted Partner.

loin our

Buspar

Buy Your presoripbion drugs without the nesed for presoiption or consultation, Newslist
Buspirone

Ordar online without the hassla of a pharmacy or drugstore mambaearship,

Organisation des circuits de distribution les moins risqués.
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Mondes virtuels et réseaux sociaux

REPORTS EVERYTING ABOUT YOUR TARGET !

- exatly when and where he/she are;
- who are around him and theirs distances from him;
- everything he/she or someone else talks around
on the public channel.
- see inside notecard for details -

Urban Speaking (.wav) Homeless Vet

2

Sculpty Tipjar
_ R L$2999
Says many things when close [ Login to purchase
BRILLIANT!!!

, . W
Club pour pédophiles N
Avatars sordides
Violence

{L Anamolie Poitier

Meeting anonymes View il by this merchant

Contact Seller

| Add to Favorites |
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Mondes virtuels et réseaux sociaux

Facebook Login
Everyone Can Join

m You must log in to see this page.

Emaik
Password:

[ Remember me

or Sign up for Facebook

Forgot your password?

Facebook € 2007 Advertisers Busnesses Developers AboutFacebook Terms Privacy Help

'G' Facebopk | Login = Mozilla Frefox = t'.ii
Fle Edit V¥iew History Bookmarks Tools Help
- Lé‘l f_:z‘ O B3 htip:/fwrww. facebook, com, profile. php.id. 37 46, en/ ' [ W‘
| Facebook | Login (] Y
| facebook
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Profils piégeés

Phishing

Atteinte a la réputation

Espionnage

Repérage des soldats en opération
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| —removed—

Wk {& Krackin - The Global Shating Netwark.

1. Search 2. Download 3. Enjoy

4 Video Mail

4 Away Messaging

< File Convarsion

4 Multi Source Downloading
4 Mobile Access Downloading
4 Unwanted User Blocking

+ Easy To Install

2 Built In Video User Guides

< Automatic Updates

4 Auto Search Agent

4 72 Hour Continuous Searching
< |P Blocking To Prevent Tracking

< Favorites Searching

4 Auto Virus Scanning

& Adult Content Control

4 Multi User Access

< Personalized Interfaces
4 Blog and Chat Platforms
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The Dancing Skeleton

BAM LR

Have some fun... Just move your cursor
around and watch the skeleton dance.
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He £& vew Bodmuis wigts Ow lwk beb

- e

The Laughing Psycho Kitty Cat
CLICK HERE

To Get Your p

ity Card From Psyeo Cat

This is the best
Catnip Everlll /

(They're FREE!
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Terroristes — organisations criminelles

is currently closed. - Mozilla Firefos

XaKep

hacker

HACKED BY TURKISH NATIONALIST AND
REPUBLICAN HACKER GROUP

We are patriot, Turkish Nationalist and republican hacker group.
urkish Hacker Groun's Dr_inr.inlp.-: and Aims l_.-u'hir.h is named

Russian
Business
48 xmn g Network
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CHONYMOUS VIDEO:
SHESLEROCES OF voulTT
ANONYMOUS.” Bga!il‘:ast-mf Accusil Vidéos chi
| | vidéos

Tom Cruise Scientology Video - ( Original UNCUT)

Y Sign Up | Account | History | Help | Log In | Site: @

Broadcast Yourself* Home Videos Channels Community

| Videos  ~ settngs Upload

Message to Scientology

i. from: Church0fScientolo
|
|

Joined: 2 months ago

AR Subscribe

i !!‘k § — —] o] =)
» About This Video . : . .
b X (9 Partager W Favoris Z Playlists U% Signaler
Hello, Scientology. We are Anonymous.

Note : ¥ ¥ % % i Vues : 1805056
14045 avis

Overthe y. . (more) Commentaires : 15799 Ajoutée aux favoris : 4979 fois  Distinctions:9  Liens:5
Added: January 21, 2008
Embed customize

<object width="425" height="355"><param name="movie" value="http://
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Cybercriminalité et cyberconflits @
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Air Force Cyber Command

New command announced

Une obligation :
 surveillance
» contre offensive

Les Etats-Unis vont développer des capacités offensives pour
« pénétrer les écrans de protection internationaux, légaux
et techniques » de I'adversaire.
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Prochainement sur vos ecrans

Développement de Botnets sur les réseaux peer2peer

Propagation de virus polymorphes, furtifs et cryptés

Cyberguérillas des hacktivistes aux convictions douteuses

Armées de cybercenaires spécialisés dans la finance, I'espionnage, etc.

Les challenges de hacking sur les houveaux produits :

Ex : iPhone
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