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Evolution of cyber crime Evolution of cyber crime 
enforcementenforcement

New types of crimes demanded new New types of crimes demanded new 
legislation legislation 
CrossCross--border crimes demanded border crimes demanded 
international harmonized legislationinternational harmonized legislation
Law enforcement and service providers Law enforcement and service providers 
needed to find a modus operandi for the needed to find a modus operandi for the 
lawful exchange of cybercrime evidencelawful exchange of cybercrime evidence
Contact points are needed today to support Contact points are needed today to support 
law enforcement law enforcement –– service provider service provider 
cooperationcooperation



The The needneed for contact pointsfor contact points

HavingHaving contact points for service provider contact points for service provider ––
lawlaw enforcementenforcement cooperationcooperation help help improveimprove::

PreservationPreservation of of evidenceevidence beforebefore itit isis deleteddeleted
DisruptDisrupt criminalcriminal activityactivity as as expeditiouslyexpeditiously as as 
possiblepossible

TheyThey establishestablish a spirit of a spirit of cooperationcooperation
EstablishEstablish contacts for contacts for cooperationcooperation beforebefore theythey
are are neededneeded
AllowAllow the the organizationorganization of meetings of meetings betweenbetween
lawlaw enforcementenforcement and service providers as and service providers as 
recommendedrecommended in the guidelinesin the guidelines



LegalLegal considerationsconsiderations

CrossCross--border crime border crime complicatescomplicates
cooperationcooperation as as lawlaw enforcementenforcement and and 
service providers service providers operateoperate underunder differentdifferent
legislationlegislation
ConcernsConcerns are are raisedraised regardingregarding

PrivacyPrivacy legislationlegislation
SecrecySecrecy of of correspondencecorrespondence
ActivityActivity not not unlawfulunlawful in in bothboth jurisdictionsjurisdictions



WhatWhat are are wewe goinggoing to to 
cooperatecooperate aboutabout

Convention on Convention on cybercrimecybercrime createscreates a a commoncommon set set 
of incriminations of incriminations thatthat membermember countries are countries are 
requiredrequired to to implementimplement and and whichwhich cancan bebe usedused as as 
a a foundationfoundation for for cybercrimecybercrime cooperationcooperation..
The conventions incriminations The conventions incriminations includeinclude::

UnlawfulUnlawful accessaccess
Data Data interferenceinterference
Data interceptionData interception
Computer Computer relatedrelated fraudfraud
Computer Computer relatedrelated forgeryforgery



Contact Contact listlist buildsbuilds on the on the CoECoE
Convention and GuidelinesConvention and Guidelines

Contact 
list

Guidelines for 
service provider –

LE cooperation

Convention on Cybercrime
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