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METROPOLITAN CIBERCRIME
INVESTIGATION UNIT

Policia de Investigaciones de Chile-Brigada Investigadora del Ciber Crimen Metropolitana

Policia de IHVEStigaEiDHES de Chile

CIBERCRIME'’S UNIT CREATION

Began their operations on May 1995 and it is formally
created October 6 2000, attached to the NCB Interpol,
with the following missions:

» To investigate ciber crimes (on Internet ).

* To advice the rest of the operational units.
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CIBERCRIME UNIT

Investigation group in
Child pornography
crimes

Investigation group in
Economic Fraud with
Technology support

Investigation
group in
Forensic
Evidence
Analysis
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Investigation Group in
Child Pornography Crimes

INVESTIGATED OFFENSES
Marketing, import, export, distribution, dissemination or display of child
pornography and child abuse.
FORMS OF THE OFFENCE
Seduction Techniques or Grooming,
Distribution of child pornography in chat rooms.
Distribution of child pornography in emails
Downloading pornography, P2P (emule, Ares, torrent).
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. What grooming is?

The Grooming phenomenon is defined as a
human conduct deliberately done with the
intention of establishing a relationship with a
minor, with the ultimate goal either direct or
indirect, to commit a sexual abuse.
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COMMON HISTORIES

PERSON SAYS TO BE TELEVISION
PRODUCER, WHO IS LOOKING FOR
MODELS, SO HE ASKS THEM TO
DANCE NAKED IN FRONT OF THE
WEBCAM.

PERSON, POSING AS ANOTHER
CHILD, BEGINS A FRIENDSHIP
WITH HIM/HER. WHEN THE MINOR
TURNS THE WEBCAM, THE SUBJECT
IS MASTURBATING HIMSELF..

PERSON WHO CHANGES HIS SEX
AND AGE, TO SEDUCE A MALE
MINOR, SENDING NAKED PICTURES
OF A FEMALE MINOR, WITH THE
FINAL INTENTION TO RECEIVE
NEW PICS FROM THE MALE MINOR.

PERSON POSING AS A CHILD, OFFERS
GIFTS ASKING IN CHANGE THAT
THE OTHER PERSON SHOWS
HIMSELF FOR WEBCAM OR SENDS
PROVOCATIVE PICTURES.
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STORAGE TECHNICS AND DISTRIBUTION
THROUGH MAIL ACCOUNTS

Users use e-mail accounts to exchange and distribute child
pornography, exchanging e-mail accounts. In these
networks are involved over than 500 mail accounts.
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CHAT ROOMS

Pedophiles are meeting in chat rooms, supposedly
created for children, where they exchanged emails.
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Selecciona un nombre para ver el perfil. Haz doble clic en un nombre para conversar en privado.
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STORAGE TECHNICS AND
DISTRIBUTION THROUGH
PROGRAMS P2P (PEER TO PEER)

Consumers of child pornography use peer to peer programs to share
these files as they are fast, there is greater anonymity and
downloadable video files of long duration, in addition to using
certain keywords to search specific child pornography files. Within
the programs used by these users are the programs Ares, Emule and
Edonkey.
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It creates a large database, with the seized material obtained in
previous cases; it is generate a hash code (alphanumeric) to each file,
which makes it unique, no matter the name of the file.
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Entering this code to the hash program, this makes a global search of
which user has that particular file and if it is available to share. Our
Police Force doesn’t make the file available to another user or
promotes the crime whatsoever.

» Descaigas Archivos: 728 total, 726 activo, 2 paus
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HOW DO WE INVESTIGATE

HOW DO WE KNOW THE OFFENCE

* A REPORT OF THE VICTIM OT OTHER PERSONS
*PROSECUTORS OFFICES

*INTERNATIONAL COOPERATION

*OUTSIDE AGENCIES, SENAME, ETC.,

INITIAL PROCEEDINGS

WE TOOK STATEMENTS TO VICTIMS AND WITNESSES.

‘WE MAKE A VOLUNTEER SEIZED OF THE VICTIM’S COMPUTER
HARD DISC TO BE ANALYZED.

EVIDENCE ANALYSIS

‘WE RECOVER THE CHATS BETWEEN THE VICTIM AND THE
SOSPECT, AND WE ESTABLISH THE INVOLVED MAIL
ACCOUNTS.
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REQUEST OF INFORMATION TO COMPANIES

WE REQUEST ALL THE DATA OF THE MAIL ACCOUNTS, TO
NATIONAL AND INTERNATIONAL COMPANIES (HOTMAIL,
GMAIL). WE ASK FOR IP’S BACKGROUND TO THE NATIONAL
INTERNET PROVIDERS.

WE ESTABLISH THE PROPERTIES AND IDENTIFY PERSONS

*WE MAKE A SURVEILLANCE IN THE PROPERTY AND WE
ESTABLISH THE DAILY MOVEMENT OF IT, BESIDES OF MONITORING
THE PEOPLE WHO LIVE IN THAT PLACE.

REQUEST FOR A SEARCH WARRANT OF THE PROPERTY

*WE DO THE ENTRY OF THE PROPERTY AND PROCEED TO SEIZED
ALL THE INFORMATIC EVIDENCE. A STATEMENT TO THE
PROSECUTED PERSON IT IS TAKEN.
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Year 2006
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Persons under arrest for child Pornography
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Year 2006 Year 2007 Year 2008
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JAIME JARA RETAMAL
COMISARIO IN CHIEF

METROPOLITAN CIBER CRIME UNIT

Cibercrime Investigation Unit
cibercrimen@investigaciones.cl

Fono / Fax : 56-2-5445784
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