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Project on Cybercrime (Phase 1)

Project objective: To promote broad

implementation of the Convention on Start: Sep 06

Cybercrime (ETS 185) and its Protocol on

Xenophobia and Racism (ETS 189) End: Feb 09

Output 1: Legislation P

Draft laws meeting the standards of ETS 185 and 189 available Fundm_g'

in at least 10 European and 5 non-European countries Council of

Output 2: Criminal justice capacities Europe,

Capacities of criminal justice systems strengthened to Estonia

investigate, prosecute and adjudicate cybercrime . ’
Microsoft

Output 3: International cooperation
Capacities of criminal justice bodies to cooperate internationally
re-enforced

Project on Cybercrime (Phase 1): Feature

> Multi-stakeholder
cooperation

This will remain a feature in Phase 2 (2009 -
2011)

Project on Cybercrime (Phase 1): Results
Legislation:

> Global trend towards stronger cybercrime legislation

» Convention primary reference standard/guideline/model

» Additional signatures and invitations to accede

»But: need to enlarge the number of Parties

Criminal justice capacities:

»Training of judges and prosecutors

»Public-private cooperation: LEA-ISP cooperation in the investigation of
cybercrime

»Procedural law provisions in national law

International cooperation:

> Network of 24/7 points of contact

»International cooperation provisions of the Convention and in national
law

»Presentating the Convention globally

Council of Europe Convention on Cybercrime (2001) souce o

Project on Cybercrime (Phase 2)
1 March 2009 - 30 June 2011
Funding: Romania, Microsoft, McAfee, Council of Europe

Output 1: Legislation & policies Output 5: Training judges and
prosecutors

Output 2: International Output 6: Data protection

cooperation
Output 3: Investigation: LEA - Output 7: Measures against
ISP cooperation sexual exploitation and abuse

of children and trafficking

Output 4: Financial investi-
gations & criminal money flows

Additional funding

required!




Project on Cybercrime (Phase 2)
Activities 2009 (examples):

»Workshop to review draft laws of Indonesia (9 March)

»Octopus Interface Conference (10-11 March)

> Contribution to training seminar for judges and prosecutors in
Portugal (20 March)

»India: CBI/CoE conference on international cooperation and LEA-ISP
cooperation (26 March)

»Ukraine: LEA-ISP cooperation workshop

»>Training and legislative review workshops in Albania, Montenegro
and ,,the Former Yugoslav Republic of Macedonia“ (April 09)

> Legislative review workshops in Vietnam and Lao PDR (thc)
»Regional workshop on the institutionalisation of cybercrime training
for judges (October 09/tbc)

»>etc

Developing additional projects:

Global Project on

Cybercrime (Phase 2)
_—  /\ T
Project on Cybercrime in \ N .
Georgia (Apr 09 - Apr 10) \ Project on Cybercrime

\ Legislation in Africa
\_ | (funding required)

Project on the sexual \

exploitation of children \

through ICT - legal Inserting cybercrime

aspects? components into other
projects

Thank you
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