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joining together
to fight e-crime

E-crime is any crime where information or
communications technology is used. By its very
nature E-crime is a global issue, and as
prosecutors we are charged with the task of
upholding law and protecting the victims of E-
crime; the Global Prosecutors E-crime Network
(GPEN) will enable us to join together and pool
our resources, to fight cybercrime effectively,
efficiently and in a coordinated way.
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Often referred to as high tech, oyber or
e-crime, for the purposes of the Global
Frosecutors E-Crime Metwork (CFEM)
initiative, e-crime means any crime
where information or communications
technology is used, Thisincludes cases
where computers or other devices are
used as a crime tool, for example

The International Association of Prosecutors {JAP) has recognised the importance of putting
resources into tackling e-crime. All countries need to ensure that they have a safe and secure
online environment far users, by tackling e-crime and ensuring that prosecutors have the tools ta
deal effectively with on-line crime. The GPEM initiative is designad to help the global fight against

e-crime by:

The network will encourage enhanced international cooperation in the e-crime arena which

will be of benefit to all member countries

distribution of child abuse images, cases
where computers are the targets of
crime, for example hacking offences,
and where computers or other devices
are used as storage and communication
tools to fadlitate the commission of an
offence, i.e. drug offences.

Law enforcement remains hampered by national barders and precious resources are
wasted by duplication of training. GPEN will have a major impact an the effective
prosecution of e-crime by improving the exchange of infarmation, reducing duplication and

significantly raising analytical and prosecuting capacity.

A global e-crime prosecutor's network will enable all jurisdictions to develop a co-
ordinated approach for dealing with e-crime that supports effective prosecutions and
promotes the Cybercrime Convention. The proposed network will nat compete with the
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You are here: ho

' TRAINING MATERIALS

One of the aims of the GPEN project is to fadilitate the
education and training of e-crime prosecutors around the
world, There is a alobal need for training and
standardisation of legal and procedural standards in dealing
with e-crime matters. Training of prosecutors to prosecute
e-Crime cases is a priority area for international efforts
against cyber crime.

GENERAL INFORMATION

FILES, DISCS AND DATA STORAGE

NETWORKS

PROSECUTION ISSUES
Training materials can be downloaded and adapted or

improved for use by prosecutors around the world. The
revised training programrme can then be uploaded 1o the
system to enable prosecutors in other countries 1o take
adwvantage of the improvements or changes that you have
made.

SOFTWARE

All training material listed here are free for use of
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The GPEM library is designed to enable prosecutors from
around the waorld to share best practice and expertise with
one another. E-crime is a global issue and in order to fight it
effectively we need to work together and pool our resources.

Library information can be downloaded for use by law
enforcement organisations and you can also upload
information that you think will be of use to prosecutors in
other countries,

All library material listed here are free for use of law
enforcement organisations only.

GENERAL INFORMATION

FILES, DISCS AND DATA STORAGE
HIGH TECH CRIME

LEGAL GUIDANCE

LEGISLATION

NETWORKS

PROSECUTION ISSUES
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