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Status of ICT in Laos

TofEt population million
Rural population as a percentage of total 69  percent

GDP per capital 678 USS
Literacy rate 85 perce
Tele density 28

Telephone lines per 100 inhabitants 2.59
Cell phone subscribers per 100 inhabitants
Computer per 100 inhabitants
Internet users per 100 inhabitants
Internet hosts per 10,000 inhabitants
Internet cafes per 10,000 inhabitants
Number of websites in Lao Languages
Number of websites in English
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Information Security in.Lao-PDR

** Background of the Survey

Being one of the In order to give thrust to
essential components of National Network Security
national infrastructure, development, NAST cooperates y,
the security of the carried out a survey about

national network is a key Security Management of

Information security, as
part of the national
security, is becoming

more and more
important today. It is factor to ensure the Information Technology using to

important because we nation’s design and create information
are becoming a network- and technology electrical protection

connected society. - We must system.
assure the safe

operation of the

national network '
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What is National

The networked world is now
facing many threats, which
we call “information security
problems”. In other words,
information security problem
Is twinborn with the network
construction. The importance
of information security is the
same as it of network.

What does the national
information security really
mean? We can simply say
that information security
includes data security and
network security. For a nation
firstly we must assure that
the network can operate very
well. Secondly, all the risks
can be controlled by our
security measures. And at
the same time, we must keep
the data’s confidentiality,
integrality and availability.

curity?

In a word, the value of the
national network is to enable
us to communicate with each
other, and the value of the
security construction is to
ensure that the network can

operate safely, which is
extremely important to the
government network.
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The Importance of Nation

-J ' y information security, or network security, is so important?

O

National information security
IS national security.

e
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It is
social stability.

&

National Authority for Science and T ch

/ It is economic security. l
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Main Threats to National

Information SeCikitymm
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“There are various security threats to the National Network:

|
Hacker intrusion

Worms and viruses
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lllegal users randomly

accessing National Networks
! ABSOLUT HACKER.

Internal legal users misusing
their authorities

Information asset loss

DoS / DDoS attack

lllegal VolP and
P2P Bandwidth Abuse
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In Threats to National Information SeCulkitys
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There are various security threats to the National Network:

Spam malll
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Mail spoofing

ABSOLUT HACKER.

MSN worm

USB Threats

Spyware
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Survey Results

1. Basic Information of the Departments:

Basic Information
of the Departments.xls

2. Network Infrastructure of the Departments:

3. Network Security Situation: Network Securi

Situation

4. Requirement of Network Security:
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Status Information Security.in.lae-PDR™(€on"t)

< Analysi

ata collecting,

With all the Survey
Results and Data, we
can know the
complete state of Lao

National Network.
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s of Survey Data

I Data analyzing,

When we analyze this
data, we can learn more
about Lao National

Network, the
‘ characteristic and the
weak points of the

network.

f Demand

analyzing __J

More than that, we can
figure out what is the Lao
National Network’s real
demand of Network
Security.
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Status Information Security.in-kae-PDR™(con’t)

l

I 1. Importance of Network Security

e More than 92% of the department considered
e N Network Security as a “Very Important”
o characteristic, and others considered
‘ Vory Network Security as “Important” or didn’t
Important answer this question.
92k Network Security had already been

regarded as the first thing to be

considered when we setup a network.

Only 1/3 of the departments think that their

Is your office able to manage ) ) 2 .
the protection against the risk? office is able to manage the protection against

29% Be able the risk. 2/3 of the department didn’t have
- ‘ 8% enough protection against the risk.
S able We are becoming a network-connected
B Not be able society, as the development and
Not be able Other implementing of IT infrastructure, this

33% problem should be considered seriously.

Other
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Status Information Security.in.Lae-F
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2. Distribution of terminals and servers

face many threats.

Government

depar

a0
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Status Information Security.in.Llae-PDR™(CoI't)

ol

Internet nodes/Computers in Vient

OComputers without nodes

B Internet noedes

Bi3%

Web Sites of Department

OWeb Sites
B o Web Sites

e

67 %

State of Internet Application

From the figures above: about 2/3 of the
computers didn’t have internet connection
yet, and 2/3 of the departments didn’t
provide a web site for Public services yet.

With the implementing e-Government
programs, we can see a great
development potential in network
security, same as network infrastructure.
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Status Information Security.in.Lae-PDR™(Con’t)

| State of Network Security

Most of the departments don’t have enough facilities to guarantee their network security.
More than 1/3 of the departments don’t have firewall; nearly 90% of the departments
don’t use IPSec or other encryption facilities; nearly 80% of departments don’t use
Proxy; and only about 20% of departments are using Anti-Virus or some other security
systems to defend WORM, VIRUS and SPAM.

Situation is unacceptable, especially to the government departments who are
responsible for the nation’s politics safety, economy safety and social stability.

National Authority for Science and Technology



Status Information Security in Lao.PDR~{con’t)

Which characteristic of security system is required?

Functions Require

80. T1% 99 14y 8h. T1%

90. 00% B Require of Encryption

and remote control

80. 00%

B Hacker intruzion

70, 00%
ODoS/DDoS attack

50. 00%

OWorms and Virus

h0. 00%

40. 00%

B Authority Control
30. 00%

B I1legal VOIP & P2P
Bandwidth Abuse

B Other requirement

20. 00%

10. 00%

0. 00%
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Status Information Sec

Which characteristic of security system Is required?

85.71% of the
departments require
of Encryption and

Remote Control
solution
43% of the
departments require v
of VOIP & P2P

82.14% of the
departments require

of Hacker Intrusion
\ Defense Solution

Control Solution

57.14% of the
departments require
of Authority Control

Solution

( 75% of the

departments require
of DoS / DDoS Attack

Defense Solution

7

85.71% of the
departments require
of worms & Virus
Defense Solution
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