Law Enforcements
Internet Governancelimuanves=zuib

Supervisory Speciall AgenttROPErTEI A
Federal Bureau ofiInvestigationiEE])
Paul Hoare — Seniormanager:
Serious Organised CrimeAZENCY (SOLAY
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o Explanation ofi DNSandiB7/ASN
Internet Governance organizations

o LE Proposals before these
organizations

* How LE can support theseproposals
and moyve toward passage’anad
enactment




LE 2010 OnjECHVE

International LE and Prhvate
Industry. support o

1. Law Enforcement DuerbDiligence
Recommendations toriCANNSand

2. GloballRegionalfiinternettResistny
IPv6 WHOIS Policy
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* |[nternet CorporationfoffAssigned
Names and Numbers (1CANN)

* Regional Internet RegistiiesiiRIR)

— AfriNIC

- ARIN

- APNIC

- LACNIC

- RIPE NCC
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 Founded in 1998ias a not-for-profit:oreaniZzation

Coordinates the allocation and assignMmentoRLIENITES
sets of unique identifiersifor thelnternets Whichares

* Domain names (forming a systemirererfediioNas
IIDNSII);

* Internet protocoll(fIP%)iaddressesiand
autonomous system (CASH numbersyand

* Protocol port:and parameterrnumpeys

e Coordinates the operationiand evolutionoithelibNS
root name seryver.system.

Top Level Technicall Coordinationisouy,
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Recommendations to lCANN

LE presented Due: Diligence andiRAA

Improvement: Proposalitor CANINBSOard;
the GAC and/ICANN Community2atal GAN
Seoul/Vieeting; October2009

Supported/by:
o G-8 High/ Tech Crime Group;

o Interpol Cyber Working Group
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Three (3) Objectives o LERroposal:

1.Due Diligence
2.WHOIS

3.ransparencyand
Accountability,




 |CANN needs to vet potential registrars;andregisifies;
through checks ofiinternationalldatalasesitoyasceriain
an organization's good/standing; Iey,

— Dun and Bradstreet
- Lexus Nexus

o Registrars need to validate'datarreceived attineoy;
domain hame registration and periodicallyitherearter:
l.e.,

* Time-based/algorithms; IE; BINdatarHili
header; information andidevicelDrblackiistsanul|
values, etc.




e Accurate andipublic WHOIS
* Proxy/Privacy Registrations

— Only for: private individuals fiornons
commerciallpurposes

— Companies; providing:senicesshiouldive
accredited by ICANN
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* Domain hame resellers andall third party
beneficiaries to be held torthesametermsiand
conditions as Registrars

ICANN should require all registrars; reeistiess
Proxy services, resellersiandiallifthirdiparnty’
beneficiaries ofi any contracts; pPoliCIES oY
ICANN to publicly displayownershiprparent
companies, subsidiaries andbusinESS
associations
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e RIRs allocate IP addresses and
Autonomous System Numbers(ASN)!

* RIRs receive their |B/ASINUMbErsirom
IJANA (Internet Assigned NUMBEYs
Authority)...whichiis;administered oy AN NG
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Why LE/Governmeni=Rin
Working Groups=

To go from reactive to proactive;

* LE coordinate withiRIRS andiprivateNnuustr’
to develop policies thatwillfenhancerltE
capabilities in crime-fightingforthesarely,
and security ofithe lnteret

e |ssues addressed in RIPENCCARING

— |IP revocation
WHOIS policies
IPv4 Network Address;lransiation
IPv6 WHOIS; allocation policies




LE-RIR WorkKing Groups

Creation of LE/Government:Working Grolps

* RIPE NCC started RIBENCCEC Cooperation
(Government) WGHn 2005

— LE first attended inSeptembern2Zi0s

o ARIN established ARIN Government:Wia
(AGWG) in EFebruary: 2009

o AfriNIC created!ATGW G with EEd anuan 2040
o LACNIC discussed ' WGIVIay: 2009

— LE from Brazil, Uruguay, CostaRicarand
Nicaragua

 APNIC and/Australian'kederallBolice
negotiations; for; LE/GovernmentWia
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 WHOIS - Working with/ARINfor-opentandiaccurate
WHOIS, have persuadedfARINtornotl it VWH 0153
despite several policy proposalsiandiiave
successfully defeated/suchipolicies;

|IP_Revocation — RIPENCC; Exerciseiofiduerdilieence
in allocating |P’addresses

Common-carrier:NetworkiAddressilransiationiiNAT)E
Coordinating with ARIN and/authoys ol &l Epyoposall
I.e. ensuring proper logging;




Outstanding ISSUes -
RIRs and ICANN

o Strengthen existing |PVAWHOIS
policies

* Introduce IPV6 Global RIRPOIICY,

— Ensure all organizations holdingil V6
allocations or'assignmentsimaintain
complete, accurate’and curent:CuUstomer;
information for: both organizativnsianad
points of; contact; ite:, WHOIS

— Draft ofi policy introducediat?E=Crime
Congress in London; Marchidvyih




Support LE ICANNDue DiligenceProposal =H oWz,
- Attend ICANN/Brussels:Vieetingionduner24820110

- Telllyour ICANN GAGC. representative to)supportiGAe
endorsement of LE.Due DiligenceProposal

—  http://gac.icann.org/gac-representatives

Gather statistics oy “war.stories  toipresentiat
ICANN Brussels:

- False domain hame WHQOIS/data

- Proxy registrations

- Criminal/Registrars

Difficulty in'locatingiregistrartoiservelegallprocess
Registrar havens for: “criminal’domain




IGANNBIUSSEIS
June 20-23;2010

e GAC - LE meet with|GAC to)gain GAGC eEndoySEMENLGY;
LE Proposal;

LE Session — LE presents;case'studiesionibNSabiuse
and how LE Proposal would helpreduceiDNSiabiuses
session would/be open topublicinicoprdinationwiti
ICANN staff

GNSQ, ccNSQ; SSAC - Advocate LERroposdl
thorough ICANN internallorganizations= GNSORCEN S0
and SSAC




Join your respective LE/GovernmentWorking

Group
Sponsor. and support IPveiGlohal lPolicy,

Finalize draft of IBv6 Policy

Ensure your. respective RIR hasiintroducedl BVeE=Crime
Policy

Attend your next RIRR'WG meeting andRiRiGeneral
Meeting

o AfriNIC - Kigali; Rwanda; Juneid=4; 2010
e ARIN = Toronto; Canada; April 182032010
o APNIC. - Bankok; Thailand, August:26=83032010

o LACNIC - Curacao; NetheriandstAntillesyiViayi2o=510)
240 ) 10)

o RIPENCC - May 5-10; 2010} BragueyCzechiRentublic







