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Cybercrime - Criminal justice action against offences against

and via computer data and systems

LEA training

-ECTEG, 2Centre (WS 1)

Judicial training (WS 1)

High-tech crime units (WS 2)

LEA-ISP cooperation
(quidelines 2008)

Public/private cooperation
-> contact list? (WS 4)

y CERTI/CSIRTSs, registries,
\ registrars, ICANN (WS 2)

Guideline for 100+ countries (WS 3

Budapest

Convention

*Criminalising conduct

=|nvestigative tools
(procedural law)

= egal framework for
international

cooperation

\

Protecting children (WS 6

Criminal money flows

Efficient MLA

24/7 points of contact

Shared responsibility: Other treaties,
Networks + initiatives (WS 4) laws and
k'-.ﬂ instruments

Cloud computing?
(Outlook session) 4

= We have many/most of the tools and instruments



For the way ahead: Assumptions and conditions

Consensus
among key partners

LEA traini
- Judicialtraining

‘ High-tech crime units ‘

POIiticaI LEA-ISP cooperation
commitment (quidelines 2008)
to cooperate
against
cybercrime

Guideline for 100+
countries

Budapest
Convention
= Criminalising conduct
= |[nvestigative tools
(procedural law)
= | egal framework for
international
cooperation

Protecting H u m a n

Criminal ! rig hts and
| Efficient ru Ie Of Iaw
2417 poin:Lt: /‘ pri nCipIes

contact

Publiciprivate
*_ | cooperation

.| CERTICSIRTSs, \
registries, registrars, | " %
ICANN

Shared responsibility:

i Cloud computing? ‘
Networks + initiatives

Othertreaties,
laws and
instruments

Shared responsibility

= Security and protecting rights as a shared responsibility



Cybercrime - Criminal justice action against offences against

and via computer data and systems

Tools and instruments are Support
available but not necessarily «Strengthening of legislation

globally implemented -Judicial training

>.LI_EA trammg. |
Gutdaline for 100 'ngh-te(:h crime units

- countries

‘ High-tech crime units ‘ l

LEA-ISP cooperation
(guidelines 2008)

Budapest
Convention
= Criminalising conduct

Protecting 'LEA-ISP Cooperation

children

B cooperation * Investigativetools | | Cmnal eInternational cooperation
: (procedural law) :
N = Legal framework for icien . .
| CERTICSRTs, “ntemetions wa | *Protection of children

registries, registrars,
ICANN

cooperation

2417 points of
contact
Cloud computing? ‘

F—— *Political commitment

laws and
instruments

*Rule of law and human rights

Shared responsibility:
Networks + initiatives

Need for a global capacity building effort



Cybercrime - Criminal justice action against offences against

and via computer data and systems

Can we reach a consensus among
key partners to set up global,
pragmatic, inclusive mechanismto: 1. Review needs

2. Provide support

‘ High-tech crime units ‘

Guideline for 100+
= countries

LEA-ISP cooperation

(guidelines 2008) Budapest Protecting
Convention \ Lehlden 3. Assess progress
Publiciprivate = Cnmlnal_lsm_g conduct . \
| cooperation = [nvestigative tools ——
TS (procedural law)
Y = Legal framework for Efficient
*.| CERTICSIRTs, international MLA

registries, registrars,
ICANN

cooperation

|
247 points of T {
contact A
\ Shared responsibility: Cloud computing? ‘ : (44 1 |
Networks # initiatives o ;

Othertreaties,

laws and /
instrumen ts

Towards a global capacity building and assessment process?




