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CYBER CRIME LEGISLATION 

COURSE 

 

MALAYSIAN COMMUNCIATIONS AND 

MULTIMEDIA COMMISSION 

MALAYSIA 
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 NATIONAL STRATEGY IN MANAGEMENT OF CYBER SECURITY  

Comprehensive 
law and policies 

Effective 
monitoring tools 

Awareness and 
Education 

Capacity Building International 
Cooperation 
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CYBER LAWS 

MALAYSIAN 
CYBERLAWS 

The Computer Crimes 
Act 1997 

The 

Communication 

and Multimedia 

Act (1998) 

The Copyright  

(Amendment) Act  

1997  

The  
Telemedicine 

 Act 1997 

The Digital  

    Signature Act 1997  

Personal Data  
Protection Act 2010 

Electronic 
Government 

 Activities Act 2007 
& Electronic 

Commerce Act 2006  

The Malaysian 

Communications and  

Multimedia Commission Act 

(1998)  
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POLICIES RELATED TO ENHANCING SAFETY AND SECURITY OF NETWORKS 

Implementation of ISMS 

Lawful Interception 
Capabilities 

Protection of CNII 
Industry Cyber 

Crisis 
Management Plan 

National 
DRP 

Annual Network 
Security Audits 
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SKMM NETWORK SECURITY CENTER (SNSC) 

SNSC 

INTERNATIONAL 
SECURITY 
AGENCIES 

DOMESTIC  
CNIIs 
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AWARENESS EDUCATION CAPACITY  
BUILDING 

Engagement 
with multi 

stakeholders 

General Public 
via PSA, 

electronic and 
print media 

Workshops and 
training  for 

targeted groups  
 

Industry Talks in 
partnership with 
information and 
security sector 
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READI WORKSHOP ON CYBERRIME LEGISLATION IN 
ASEAN MEMBER STATES 

 First workshop in Kuala Lumpur on 27-28 November 
2008 and the second workshop in Manila on 26-28 
January 2010. 

 

 Establishment of ASEAN Training Network on 
Cybercrime 

 

 To leverage on CoE’s expertise in developing 
appropriate training module. 
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JUDICIAL TRAINING 
 To train  and provide necessary knowledge to judges 

and prosecutors to prosecute cases of cybercrime and 
those involving electronic evidence. 

 ILKAP is one of the two such training centres in 
ASEAN and was established in 23 December 1993 

 Main objective of ILKAP is to enhance the 
competency, effectiveness and professionalism of 
judicial, legal and law enforcement officers by 
providing systematic, relevant and progressive training 

 Have introduced new syllabus on cybercrime   
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CYBERCRIME LEGISLATION COURSE (2010 and 2011) 

 The training is a collaborative effort between MCMC, 
Judicial and Legal Training Institute (ILKAP) and CoE 

 Initiated in 2010 for only Malaysian participants and in 
2011 opened for other participants from ASEAN 

 26 participants in 2010 and 30 participants in 2011 and 
was also joined by participants from Thailand and 
Vietnam. 

 Training to be an annual program with more 
participation from ASEAN member countries. 
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TRAINING MODULE 
 Modeled after  CoE Project on Cybercrime: 

Cybercrime training for judges and prosecutors  

 

 CoE provided strong support in facilitating the 
training by providing expert speakers 

 

 Also were assisted by US Department of Justice, 
Malaysian Judicial and Legal Service and Royal 
Malaysian Police 
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INTERNATIONAL COLLABORATION 
 Interface with international bodies and organizations to 

enhance cooperation and exchange of information, expertise 
and intelligence. 

 

 

ATRC 

APECTEL 
SPSG 

Meridian Process 
Connecting and Protecting 

IGF 



THANK YOU 
 

DEVI ANNAMALAI 
DIGITAL SECURITY MANAGEMENT 

DEPARTMENT 
MCMC 

devi@cmc.gov.my 

 
 


