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An approach to e-crime training

* The CPS approach to High-tech crime
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Training for Prosecutors

* Global Prosecutors E — Crime Network (GPEN)

* GPEN e crime training in Bermuda (2009) and
Maldives (2010)

» Combined with a strategy of raising general
awareness amongst prosecutors &
caseworkers

GPEN Training &T&
Role of the prosecutor CPS
Case preparation and presentation

Visual presentation of evidence

Offences

*Budapest Convention on Cybercrime
Procedural measures and Investigative Powers
Commonwealth Model Law

Digital evidence
How is digital or electronic evidence dealt with
in criminal trials




GPEN Training

* The Judge and case management

* Role of the expert withess Early contact between
police, prosecutors and expert witness

* Global Prosecutors E-crime Network (GPEN)
Industry page, training college, library, contacts
page and forum
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Joining together to fight e-crime

The International Association of Prosecutors (IAP) has recognised the importance of
putting resources into tackliing e-crime. All countries need to ensure that they have a safe
and secure online environment for users, by tacking e-crime and ensuring that
prosecutors have the tools to deal effectively with on-line crime. The GPEN initiative is
designed to help the global fight against e-crime by:

The network will encourage enhanced international cooperation in the e-crime arena which
will be of benefit to all member countries.

Laiy eforckmént remalos hempeced by ictional boners sy preciaus, respiees ate
ssiel By Giiplistion of traning., GPE Wl haie 8 insfer impacr ctive
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A global e-crime prosecutor's network will enable all jurisdictions to develop a coordinated
Cybercrime Convention. The proposed network will not compete with the 24/7 protocol or
normal mutual legal assistance. E-crime specialists nominated as a country's point of
contact wil be responsible for any necessary domestic liaison.

There s a global need for training and standardisaton of legal and procedural standards
in desng w ecute e-crme cases i< 3
ok wil_develop
SPpropriate training courses to train prosecutors who wil e able to o ther coneagues

‘The network will enable prosecutors around the globe to exchange crucial information and
data quickly and efficiently.
Recognising that a global problem requires a global solution, the Crown Prosecution
Service (CPS) decided to sponsor and the IAP to host the Global Prosecutors E-Crime
Network (GPEN) Initiative.
GPEN will be a network of specialist e-crime prosecutors and each IAP organisational

member will be invited to nominate at least one prosecutor to be registered as the GPEN
national contact point. The network wil be managed in the short term by the Crown

Prosecution Service of England and Wales, but the intention is that it should in the
medium and long term be managed by a Development Board drawn from the IAP
membarship

The GPEN network will provide

a database of felow nominated e-crime prosecutors ffom around the world;

a message/chat board for the exchange of queries and a

2 ooeection of e-crime materal, &.0. nagonal1sgistaion and legal QURlance:

a virtual Global E-Crime Prosecutors' College, a database of e-crime training
courses and presentations.
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One of the aims of the GPEN project is to facilitate the education and training of e

Training Material Crime prosecutors around the warld. Thers is a global need for training and
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Delegates will have used PCs in a home or work environment and be familiar with fnasd more
Sppiications such 23 Microsoft Office, the Web and email.

MS OF CouRsE
The course aims to give prosacutors a basic understanding of @ crime
course omEcTIVES
After attending the course delegates should havs

« An understanding of the basics of how e-crimes are committed and prosecuted.
< Abasic knowledge of ralevant legislation and procedure.
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The GPEN library is designed to enable prosecutors from around the world to share
best practice and expertise with one another. E-crime is a global issue and in order to
fight it effectively we need to work together and pool our resources.

Library
Library
Prosecution Issues
Regionsl Reports
teoal Guidancs b, rary information can be downloaded for use by law enforcement organisations and
you can also upload information that you think will be of use to prosecutors in other
countries.

Newsletters.

All library material listed here are free for use of law enforcement
organisations only.
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Read more
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PROSECUTION ISSUES
Information relating to prosecution issues for e-crime

Library Cantrl Amerca

Ui | Defences (UK)
Author: Crown Prosecution Service
ewsiotian ) CoDYright: Free for downloading and editing by law enforcement

Eirst Responder Guide (UK

The investigators first responder guide for the initial response to computer related
incidents, with contributions from the Welsh Assembly Goverment, e-Crime Wales
and the Police Forces Of Wales.

GPEN report (Region South Africa)

This is a short report (2 pages) on cybercrime in Africa by Paul Louw; the South
African GPEN representative. The attached report is particularly focused more on the
region of Southern Africa.

GPEN report (Region South Africa

This is a short report (2 pages) on cybercrime in Africa by Paul Louw; the South
African GPEN representative. The attached report is particularly focused more on the
region of Souther Aftica.

Negotiating Jurisdiction (UK)
Author: Crown Prosecution Service
Copyright: Free for downloading and editing by law enforcement

Security Breach Investigations Report 2010 (UK

The UK Security Breach Investigations Report 2010 is a new fact-based report that
provides detailed information thorough the analysis of current information security
breaches in the UK

Some of the findings: 80% of breaches came from extemal sources, 85% of cases
resulted in stolen payment card information, and SQL injection was used in 60% of
attacks. (SQL -Structured Query Language is a database computer language
designed for managing data.)

Seizing Evidence (UK)

Author: Crown Prosecution Service

Copyright: Free for downloading and editing by law enforcement
Click here for further Notes on Seizing Evidence
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GPEN International E-Crime Prosecutor Database

=click on the appropriate letter range for your country selection
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For more information click here.
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