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Biggest ever cybercrime survey ®

24

COUNTRIES

19,636 @ 12,704 4,553 @ 2,379

INTERVIEWS ADULTS CHILDREN TEACHERS

The Norton Cybercrime Report 2011 uncovers that:
Three times more adults surveyed S &
suffered cybercrime than offline crime wmx3
http://www.symantec.com/content/en/uk/home_homeoffice/html/cybercrimereport/
Goymantec

over the past 12 months (44% online cf. 15% offline) ]



TOTAL BILL FOR
CYBERCRIME

PLAY AGAIN ()

$388

BILLION

THETOTAL BILL FOR CYBERCRIME FOOTED
BY ONLINE ADULTS IN 24 COUNTRIES
TOPPED USD $388BN OVER THE PAST YEAR

VICTIMS VALUED
THE TIME THEY
LOST TO CYBER-
CRIME AT OVER

AS BIG A CRIME AS...

$288bn

The illegal trade in
Marijuana, Cocaine &
Hergin

$411bn

The entire illegal drugs
trade j,

Ocmmap)

THE DIRECT CASH COSTS OF
CYBERCRIME - MONEY STOLEM
BY CYBERTHUGS/SPENT ON
RESOLWING CYBERATTACKS -
TOTALLED $114BN

I OVER THE PAST YEAR
l IN 24 COUNTRIES ...

431 m/~
) P

14 -

431m adults
gxperienced
cybercrime

More thanm a
million became
victims every
day

14 adults
suffered from
cybercrime
gvery second

B symantec



43 days, $1,408.09

Mew Zealand

28 days, $374.92

Cybercrime costs time and money to resolve
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lll CYBERCRIME HOTSPOTS

Adulis(%) who have been a victim of cybercrime
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CYBERCRIME'S MO!

Only 21% of victims
reported cybercrime to
the police

59% of victims who'd
suffered both enline and
offline crime felt there
were fewer ways to get
help after the
cybercrime

b4
L]

89% of all respondents
agree that more needs to H

OF MILLENNIALS AGED 18-3 be done to bring OF MALES ONLINE HAVE
HAVE BEEN VICTIMS, e . BEEN VICTIMS, COMPARED
. COMPAREDTO 61% OF BAR’ cybercriminals to justice TO 65% OF FEMALE ADULTS

BOOMERS,



Th

1.8
— 7850
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— 8000/ day in 2

e 9 million detections per day in 2010

— On average - each threat (hash) on less than 15 machines
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WaitlOnline

Hackers steal secrets of £500m
deal to clear WW2 landmines
from former intelligence chief

By ROBERT VERKAIK
Last updated at 2:05 AM on 18th September 2011

Comments (1 ) My Stories

A former intelligence chief has
been targeted by computer
hackers alleged to have stolen
secret documents relating to £500
million contracts for clearing
mines.

One man has been arrested and
police are investigating further
allegations by Air Marshal Sir John
Walker that his company email
account was hacked and secret
documents were copied and read.

Sir John's company, Countermine
Technologies, was drawing up
documents to bid for work near
Tobruk in Libya where thousands
of mines were laid during the
Second World War. Company
executives were also working on a
Nato deal to clear mines on the

Turkish-Syrian border.
Victim: Air Marshal Sir John Walker's,

Sir John and other Countermine pictured, e-mail was hacked and secret
executives suspect the information  documents stolen

may be used by other companies

to bid for mine-clearance work in

the Middle East.

The arrest of a 52-year-old Swedish citizen, Lars Nylin, came after the
firm instructed accountants PricewaterhouseCoopers to investigate the
breach of Countermine's security.




Attacker

(Malicious
Outsider)

APT / PTT

Free Scanners

Basic Scripts
/MetaSploit

Random
Targeting

Visible /
Low Value

Tagging and
Damage

Security Trends & Innovations

Insider

(Malicious and
Non-malicious)

Insider
Knowledge

Privileged
Access

Asset
Awareness

Critical Assets

Theft and
Damage

State
Nation

Social
Networks /
Google

Espionage /
Collusion

Tailored
Malcode /
0-Day

Social
Engineering

Targets of
Choice

Targets of
Chance

High Value IP /
Government
Secrets

Media Worthy
Asset or Access

Gain /
Maintain
Strategic

Advantage

DDoS, Theft
and Damage

Cyber
Criminals

Data Mining

Attack Kits /
Malcode / Bots
/ Affiliates

Targets of
Chance /
Choice

Monetized
Assets

Fraud and
Financial Gain

@K:Syma ntec.




Rethink: A

1. Research Strong security awareness, counter intelligence

1 Continuous enforcement of controls according to ris
2. Incursion policy (mgmt and protection)

Actively monitor infrastructure (endpoint to perimeter),
information and users

3. Discovery

Control unusual internal movement and access
of sensitive data

. nter intelligence, forensi mage mitigation
5. Exfiltrate Cou .te te .ge ce, forensics, damage mitigations
nd information recovery
‘ Reconnaizsance }~— —l-‘ Weaponization }~——F‘ Deliveary }~——h‘ Exploitation }~— —l-‘ ca }~——F‘ Exfiltration \

4. Capture




® |[ncrease in targ (Social

networking feeds)
e Persistent Targeted threats grow.

e Companies Attacks on the cloud - through the cloud

G symantec.



Thank You

Greg Day
Greg Day@Symantec.com

Guilibee GregDaySecurity
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