
Russian cybercrime Intelligence 



Group-IB 

Main activities:  

ONE OF THE LEADING 

INTERNATIONAL COMPANIES 

DEALING WITH PREVENTION 

AND INVESTIGATION OF CYBER 

CRIME COMMITTED USING IT 

1 

 Monitoring and cyber 
threats prevention 

2 

 Investigation of 
cybercrime and theft 
committed using IT 

3 

 Computer forensic 
and malware 
research 

4 

 Information security 
audit 

5 

 Development of 
innovative 
information security 
products 
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Company  

Milestones 

FOUNDATION OF 

GROUP-IB 

2003 2009 2010 2011 2013 

ENTER THE INTERNATIONAL 

MARKET LARGEST IN EASTERN 

EUROPE  

FORENSIC LABORATORY 

FOUNDED  

CERT-GIB  

AN ORGANIZATION WITH UNIQUE 

EXPERTISE 

20+ 30+ 80+ 
WORKERS 3 



Trends 

01 

 Internet-banking theft decrease 
 
 Automatic payments (autoloads) 

 
 Attacks on trading systems 

 
 Attacks on POS-terminals 

 
 Mobile threats 

 
 Bank robbery 
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$446 
MM 

$57 MM 

$23 MM 

$89 MM 

↓12% Internet fraud 

Intern banking

Phishing

eWallet thefts

Cash-out

report2013.group-ib.com 

 

http://report2013.group-ib.com/
http://report2013.group-ib.com/
http://report2013.group-ib.com/


Internet-banking theft 

decrease 

01 
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 Successful cybercriminals arrests 
 
 Interbank list of  “money mules" 

 
 Antifraud system implementation in banks 

 
 Botnet data interception 

 
 Modest newcomers  
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1 Arrests 14 march 

2 Arrests 16 may 

3 Arrests 29 may 

4 Arrests 5 june 



Automatic payments 
Trends 2012-2013 

01 

8 

Portable Executable: 
   System infection 
   Process injection  
   CommandLine interception 
 
Java Agent: 
   Modifying java banking software on the fly 
  Java banking software full data control 
   Automatic creation of payment documents 

(Autoloads)  
 

837 banks in Russia: 

• 650 000 companies 

• 450 000 private persons 

180 bank in Ukraine:  

• 300 000 companies 

• 145 000 private persons 

 



Attack on Ibank2 
Trends 2012-2013 

01 
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 Interception of login/password 
 Screenshots creation 
 Automatic payments 

 



Тенденции 2012 
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Bots Clients Sessions Bills Mules Documents Search 



Online trading and stock brokerage 

01 
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This trojan is written on pure C++ without any additional libraries, for grabbing of dumps of CC from RAM memory of 
all processes 
Works on any version of OS Windows including x64. Very stable. 
Uses mmon.exe to scan memory. 
Very silent on the host, add itself to Autorun, timeout of auto start is 3 hours (can be changed) 
Re-launch grabbing of dumps. Log sends to the gate via FTP. Every log has date of sending, like 1.09.56-16.02.2013.txt 
Can be changed to send to email 

 December, 2012 «Dexter», Seculert 
 March, 2013 «vSkimmer»,  McAfee Labs 
 March, 2013 «Dump Memory Grabber» Group-IB 
 

Attacks on POS-terminals 

01 
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Attacks on POS-terminals 

Save TRACK1 + TRACK2 + PIN in internal memory + has functionality to send 
data via SMS on your number. Uses GSM SIM. 
Languages: RUS\ENG 
Available to save your data + logo during check printing. 



Attacks on mobile platforms 
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 Android trojans 
 SMS on premium numbers 
 Evolution to the banking theft in 2013 
 



01 
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Attacks on mobile platforms 

 Development and Testing     01 November 2012 
 Start of infections     03 December 2012 
 Detection      11 December 2012 
 Remove from Google Play    13 December 2012 
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Attacks on mobile platforms 

 Sending via MMS SPAM 
 Search for SMS from banks 
 Transfer money from bank to you phone balance 
 Transfer money from phone balance to eWallet 
 Cash-out 
 



Why rob banks, not customers? 
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 Facts of successful compromise of banks 
 
 Websites and Web resources of banks successfully "hacked“ 
 
 Criminal have necessary experience and skills 
 
 Banks are not ready to withstand against such threats 
 
 Steal 100 million at a time is easier, rather than steal a hundred 

times by 1 million 



Types of robberies 
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Inside 
[ПРОЦЕН

Т] Vulnurabil
ities 

[ПРОЦЕН
Т] 

Trojans 
[ПРОЦЕН

Т] 

Sources of rebberies 

Инсайд Уязвимость в банковском ПО Трояны 

 Robbery as a result of insider 
 
 Robbery as a result of vulnerabilities exploitation in the banking systems 
 
 Robbery as a result of penetration of the banking network with the use of Trojans 
 



The use of Trojans 

1 2 The process of compromise How to Rob 

19 

 Infecting computer in bank network 
 
 Installing Trojan RDPdoor 
 
 Installing legal remote management tools, Ammy 

Admin, TeamViewer 
 
 Compromising the domain and mail server 
 
 Search for servers with banking services 
 
 Removing Malware 
 
 Preparing to cash out 

 Selecting rich clients 
 
 Generate new bank digital signature 
 
 Reset passwords to internet-banking 

 
 Transfer money 
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+7 (495) 984-33-64 www.group-ib.ru 

facebook.com/group-ib 

info@group-ib.ru 

twitter.com/group-ib 
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