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GROUP|IB

Group-IB —>ONE OF THE LEADING
INTERNATIONAL COMPANIES
DEALING WITH PREVENTION
AND INVESTIGATION OF CYBER
CRIME COMMITTED USING IT

Main activities:

CRIME SCENE + DO NOT CROSS,
MOt

CRIME = DO T =
SR N

— Monitoring and cyber — Investigation of — Computer forensic — Information security — Development of
threats prevention cybercrime and theft and malware audit innovative
committed using IT research information security
products

GROUP=IB GLOBAL CYBER SECURITY COMPANY
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FOUNDED
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Company
Milestones

ENTER THE INTERNATIONAL
MARKET

LARGEST IN EASTERN
EUROPE
FORENSIC LABORATORY

FOUNDATION OF
GROUP-IB

AN ORGANIZATION WITH UNIQUE
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Trends

— Internet-banking theft decrease
— Automatic payments (autoloads)
— Attacks on trading systems

— Attacks on POS-terminals

— Mobile threats

— Bank robbery

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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| billion / 2013 b m
Internet fraud | re port .qroup-l -CO
‘ Internet fraud
Online banking fraud $490 miions -
- Online banking fraud $446 nilions
Phishing $55 millions + §
\ - Phishing $57 mitions
Electronic money theft $30 mitions ~. y ()/ I f d
[ /' _+ Hlectronic money theft $23 i t t
e , e 112% Internet frau
e o g ot $89 milons
— 8
$697 millions - - ( $61 B s $ 9 MM
-
/ SPAM .
Medi&rx 'a;rd o\‘/’ar‘l:sm $142 s - . " -+ Medicines and various $173 i $ . Intern banklng
counterfeit - - counterfeit products URRRE, 23
Counterfeit software $135 milions = - = Counterfeit software $120 milions
products products
B S L $493 e $57 ® Phishing
m eWallet thefts
$830 millions $786 millions
Internal market (C2C) Internal market (C2C)
elling of traffic $153 elling of traffic millions
b AR st $167 o m Cash-out
Selling of installs $27 milions Selling of nstalls $33 millons
Aonypiestion $9 mikons Anonymization $9 millions
$230 millions ~ $261 millions
DDoS-attacks B | DDoS-attacks
$130 vitions: —— P $110 wiliions
Other Other
$168 riions $166 niions
.
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http://report2013.group-ib.com/
http://report2013.group-ib.com/
http://report2013.group-ib.com/
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Internet-banking theft
decrease

—  Successful cybercriminals arrests

— Interbank list of “money mules"”

— Antifraud system implementation in banks
— Botnet data interception

— Modest newcomers

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Automatic payments

Trends 2012-2013

Portable Executable:

il
—  System infection ™
—  Process injection 1 B a n k 2

—  CommandLine interception

Java Agent: 837 banks in Russia:

—  Modifying java banking software on the fly . 650 000 companies
— Java banking software full data control

—  Automatic creation of payment documents _ _
(Autoloads) 180 bank in Ukraine:

450 000 private persons

« 300 000 companies
« 145000 private persons

8
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Attack on Ibank?2
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— Interception of login/password

— Screenshots creation
— Automatic payments

[+] save login data,

protocol: file

[~] new ClientInfo
[+] LOGIN_DATA:

locale=pyccxum

FaBoure | MenonHedssle  LWafnoHer
DokymeHTel | NoBLIE F|c :| no :| ORHOEMTE
M ok, w2 Oata gok. 1 CyMma Momyatent HazHauyeHWe nnatex:a
168 13.02.2013 123 000.00 Hanar Ha nofaeneHHyn cTOMMOCT...
167 13.02.2013 1 496.00 PErHETRALUMOHHEIR HOMERD B YNIPa...
166 13.02.2013 1 748.00 PETMCTHEUMOHHEIR HOMER B YNpa... Ha
164 13.02.2013 4 688.00 PerdiTpauMoHHLIR HOMER B YTIpa...
164 13.02.2013 177.00 BzHOCH Ha obAzaTentHoe couma.. Ha
163 13.02.2013 845.00 B2HOCEI HA 0fA3aTENEHOR COUME... Ha
162 13.02.2013 3808.00 HAO®N, HOC He ofnaraeTca Ha
161 13.02.2013 403 560.00 Baum cuera: Uiiaiainialiaialaiabint it ModE nnma
Cuer BHK
L ] [ ]

MocnepHue ceaHckl paboTbl (CKETE]

Bnaneney, kmoya 301

Cpynna nognueu: 1

JNata v Bpena

19.02201316:49

GROUP-IB GLOBAL CYBER

ofApabaTtke
ofpafoTke
ofpabaTtre

PR e,

TekywHii ocTatok
207970385 RUR

SECURITY COMPANY

Trends 2012-2013

login num: 1

keystoreFile=W:\keys\rfi keys2\Texzonormm\keys3
cr.keystoreType=Kmpou Ha aucke
Hapassword=09041979
HE ke ys=T e XH Qe eaeeninsmpesiBiip 3

protocol=file

Haopavuine

[Dleder 3a cerogHA

Hudcpopraupa

1P:
PervoH:Russian Federation,
Moscow City, Moscow



iBank
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35
36
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41
42
43

46

47

48
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Bor

292

191

offset | 0

EWK

044525976
044525219
044525976

046568941

044525976
044525976
044030881
048073855
048073855
042748705
044525219
048073855
042262832
044583679
046566941
044525976
047003729
048073855
040349841

044525521

048205916

044525205

limit | 50

Homep

40802810522000039174
40702810600670000771
40702810222000004680

40702810816000000425

40702810322000037418
40702810622000038816
40702610604040000072
40702810400010007006
40802610600100000464
40702810700000073807
40702810100880000252
40802810400100000457
40702610100490003523
40702810400004665001
40702810016000000445
40802810900000003036
40802810300000002158
40702810500090000185
40702810022680000827

40702810401260017223

40701810500000000057

40702810900450000186

total 306

Eanawxc

483 481.01
34 038 22
4145 206.01

7532404

393153
1802 339.57
447 181.66
38114287
262.31
595 241 40
231138.44
969 64
6378.22
351 87
242793.80
23773108
626 049.13
29 787 86
48115.25

3314307

695 677.06

142473780
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Bots Clients Sessions Bills Mules Documents nSearclenpaska

orderby ID v

Banwta Mony4yex

RUR 2013-07-1514.46:24
RUR 2013-07-15 14:50°06
RUR 2013-07-15 14:50:25
RUR 2013-07-15 14:50:26
RUR 2013-07-15 14:50:28
RUR 2013-07-15 14:5516
RUR 2013-07-15 14:57:36
RUR 2013-07-15 14:58:20
RUR 2013-07-15 15:00:34
RUR 2013-07-15 15:01-21
RUR 2013-07-15 15:03:40
RUR 2013-07-15 15.05:18
RUR 2013-07-15 15:05:21
RUR 2013-07-15 1513:55
RUR 2013-07-15 15:14:56
RUR 2013-07-15 151629
RUR 2013-07-15 151649
RUR 2013-07-15 15:20:04
RUR 2013-07-15 15:20.53
RUR 2013-07-15 162721
RUR 2013-07-15 15:30:09
RUR 2013-07-15 153111

order_dir

ASC |+

O6HOBNEH

2013-07-16 15:54.:45
2013-07-19 14:31:54
2013-07-19 15:47:16

2013-07-15 14:50:26

2013-07-19 08:46:42
2013-07-1017.02:43
2013-07-15 18:07:01
2013-07-17 08:56:02
2013-07-1515.02:48
2013-07-19 11:28:11
2013-07-19 14:03:25
2013-07-15 150518
2013-07-19 09:13.06
2013-07-1910:18:42
2013-07-17 08:35:04
2013-07-16 08:47-00
2013-07-19 16:14:44
2013-07-18 15:20:07
2013-07-16 14.04.37

2013-07-15 152721

2013-07-19 14:43:31

2013-07-1915.45.40

Show
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Online trading and stock brokerage

Baw | Ay | Dowck | Jewon | Obwosnense | Hacrpoim | Bevi (RN

Quik

CepeepHoe epems: 16:28:14
Axxn > quik
[nasuan
borw
10480 (+672 last 24h) # 1) Nara P KommenTtapmit Actions
ibank-rpa66ep
Banku 1 microsofe27f22 70180af4 def01265 07:55 13.05.2013 RU ™ 79.126.23.69 Tonpo6uee (2) | KommenTapuil | Yaanute
BlaK 2 Ibxku2pthm ce092fal 94396659 01:50 30.04.2013 RU ™ 46.20.187.148 ToapoSuiee (2) | Kommenvapuii | Yaanure
Putty 19
5 3 OulpWxYs a2dd4ded 6ffafa2l 01:42 30.04.2013 RU™ 212.5.70.172 NonpoGuee (2) | Kommentapuii | Yaanute
WebMoney 13 4 darja 2a403df8 2738ff2b 09:12 30.04.2013 RU ™= 04,181.32.196 MonpoGkee (1) | Kommentapuii | Yoanute
quik [}
0 5: 24608bf7535253 HO69fe69 47fbclel 07:49 30.04.2013 RU ™= 05,26.216.5 Moapobuee (5) | KommenTapuil | Yaanute
6 4373420567 72f 04:25 29.04.2013 RU ™= 109.172.59.39 NoppoGuee (6) | Kommentapuil | Yaanute
ﬁ:ﬁ 74 microsoff11e70 ad9b76bd f481be40 04:57 26.04.2013 RU ™= 176.192.175.232 DNoppobuee (3) | Kommentapwii | Yaanuts
Hacrpoiikn
8 microsofc489b6 96bectef 31d9c78 02:44 26.04.2013 RU ™= 217,66.157.40 Monpobuee (13) | Kommentapuii | Yaanum
9 Artem 12d2967d df1d3330 11:17 15.04.2013 RU ™= 213.87.240.251 MoppoBuee (9) | Kommentapuii | Yaanute
ZH
ZA 6  user-056264efiea fc2254b5 32eb540b  17:17 07.12.2012 E
Y&
'
ol 7 13:58 05.12.2012 -
g 8 hays 93046963 20d899a2 21:1503.12.2012 -
W

........................................................................................ GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Attacks on POS-terminals

— December, 2012 «Dexter», Seculert
— March, 2013 «vSkimmer», McAfee Labs
— March, 2013 «Dump Memory Grabber» Group-IB

- Exploit.IN Forum > P > Y /N > [Bupy Al - 3 WHTbI, CBA3KKM, A3, KpUnT

OANNEKS KA Temy | COOBUIMTM APYTY | BEpCHA ANA NevaTH

Ree[4] () 0 21.02.2013, 12:28

This trojan is written on pure C++ without any additional libraries, for grabbing of dumps of CC from RAM memory of
all processes

Works on any version of OS Windows including x64. Very stable.
Uses mmon.exe to scan memory.
Very silent on the host, add itself to Autorun, timeout of auto start is 3 hours (can be changed)

Re-launch grabbing of dumps. Log sends to the gate via FTP. Every log has date of sending, like 1.09.56-16.02.2013.txt >
Can be changed to send to email

---------------------------------------------------------------------------------------------- GROUP=IB GLOBAL CYBER SECURITY COMPANY
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Attacks on POS-terminals

2 ’t: NpouwTbie POS TepmuHans! / FAKE POS
2

CoobueHnii B Teme: 12

OFFLINE i

Oenozut:

Save TRACK1 + TRACK2 + PIN in internal memory + has functionality to send
data via SMS on your number. Uses GSM SIM.

Languages: RUS\ENG
Available to save your data + logo during check printing.

3 000$ - noKynka.
wnm
2 000$ + 20% OT Bauwero MaTep1ana Mou.

Buzeo paboThl Aesaiica: http://www.sendspace.com/file/wiuiid

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Attacks on mobile platforms

Comands

Narme

Nurmber

Mesage

Issued

Complete

— Android trojans

7515

5964hib

56

17

I

I

— SMS on premium numbers
— Evolution to the banking theft in 2013
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Comand & Bots

Group Comand

| telefon ¢ || 7515(56,17)|¢ |

Zamenat“ O Obnulat‘| Ofﬂine“fm |

GROUP-IB GLOBAL CYBER SECURITY COMPANY

Bots in process
Online
Imel \Gruup |Commemt\Command Name\
Offline
Imei Group [Comment Command Name
|
353426056492465 groupl 7515 BCagcaly)
|
351565050633624 group], 7515 aCancaly)
|
358841041829958groupl 7515 BCacaly)
|
357952004383536 group, 7515 BCagealy)
|
355019120360442/group, 7515 BCagealy)
I
353139050697357(groupl 7515 |_Cancel |
|
353922054293392(groupl 7515 |_Cancel |
|
357446041884531(groupl 7515 |_Cancel |
|
355769041282865(groupl 7515 |_Cancel |
|
354912052650908(groupl 7515 |_Cancel |
|
56525041728524 groupl, 7515 mCarcalyl
|
352176011593788(groupl 7515 | Cancel |

14
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Attacks: on mobile platforms

Develop
% eve O me bot_uid phone_number sms auth_pin reg_date last_date
- Start 0 f mn j ] 0cabbc24d15a8145621d56142eba7adc 7 0 10799 151212 (13:25:42] 151212132542 |
‘mm| Q a7be 1 v 0 10798 15.12.12 [10:15:32) 15.12.12[10:15:32) |3
_) De tecti On - Q 5dc4ad 04fa2c422. v 0 10797 14.12.12[08:46:23] 14.12.12[08:46:23) @
- Q 1915 v 0 10796 14.12.12 [01:40:54] 14.12.12 [01:40:54] @
- Remove ﬁ4( G 2bf1deb96141273527¢a06274460fa73 7 0 10795 13.12.12 [19:15:37] 131212191537 |
Q 88: 281374037 3736 v 0 10794 131212 [15:37:34) 131212(15:37:34) | IEY
Q 99e91180f6502d904a6794c93bdcd54d 9 0 10793 13.12.12[10:46:30) 13.12.12[10:46:30] |
Q 19c58b5673bd111989a8bc92d8e8c488 v 0 10792 131212 [06:37:01) 13.1212[06:37:01) |E&Y GEY ]
8 8 0 10791 12.12.12 {21:10:30] 121212 2219:39] | Phonenumberverification
Q 5538b105920541561c688315077621c9 ¥ 0 10790 1212.12[20:26:44] 121212[2026:44] | D BeeauTe Homep TeneoHa:
i 6 121212 [19:19:5 131212 [13:43:1 @ B

Ornpasurens: 1234 [ [ara coobuenna: 13-12-12 [08:26:24]

Doautharization
MTC. Hactpoiiku MTS Internet u MTS MMS 8 . C wx //MobunsHoe TB - —
Gonee 100 kaHanoe, ecero 8 pybls , TPAadUK Mogak i *900#
Otnpasurens: 900 l [ara coobuenna: 13-12-12 [08:09:53]

VISA3902: 13.12.12 09:09 onnara ycnyr Ha cymmy 100.00 py6. MOBIKOM-KAVKAZ (9 ) ecinonHeHa
ycnewHo. JoctynHo: 4155.57 py6. NEPEBO/ 89XX1234567 500 — nepeeectu 500 py6. Ha kapTy C6ep6aHka,
3HaA TONLKO TeNeqOH Nony4arens.

[inA onnatsl ¢ KapTel VISA3902 Tenedoxa MegafonKV 925 Ha 100 py6. oTnpaesTe KA #5969 Ha ' C B E PB A H K

€|

Otnpaeutens: 900 ] Aara coobwenuns: 13-12-12 [08:08:29]
Homep 900.
Bceraa psaom
Otnpaeutens: 900 I [ara coobuenna: 13-12-12 [08:06:34]

‘ VISA3902: 13.12.12 09:06 onnara ycnyr Ha cymmy 200.00 py6. MOBIKOM-KAVKAZ (9287336055) exinonHeHa
1 | yenewHo. AoctynHo: 4255.57 py6. NEPEBO/ SN 500 — nepegecty 500 py6. Ha kapTy COepbanka,
! | 3Han TONLKO TenedoH nonywaTens.

Ompasutens: 900 [ [fata coobuenna: 13-12-12 [08:05:47)

[inA onnaTel ¢ KapTl VISA3902 tenedona MegafonKv 9SS +a 200 py6. otnpaesTe Kog #6170 Ha
Homep 900.

....................................................................................... GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Attacks on mobile platforms

Sending via MMS SPAM

Search for SMS from banks

Transfer money from bank to you phone balance
Transfer money from phone balance to eWallet
Cash-out

R R

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Why rob banks, not customers?

%

%

%

Facts of successful compromise of banks

Websites and Web resources of banks successfully "hacked”
Criminal have necessary experience and skills

Banks are not ready to withstand against such threats

Steal 100 million at a time is easier, rather than steal a hundred
times by 1 million

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Types of robberies

— Robbery as a result of insider

— Robbery as a result of vulnerabilities exploitation in the banking systems

— Robbery as a result of penetration of the banking network with the use of Trojans

Sources of rebberies

B Hcaiin M Ysa3BUMOCTh B 6aHKOBCKOM [IO M TposiHbI 18

............................................................................................... GROUP-IB GLOBAL CYBER SECURITY COMPANY
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The use of Trojans

@© The process of compromise

_)

_)

Infecting computer in bank network
Installing Trojan RDPdoor

Installing legal remote management tools, Ammy
Admin, TeamViewer

Compromising the domain and mail server
Search for servers with banking services
Removing Malware

Preparing to cash out

@ How to Rob

—  Selecting rich clients
— Generate new bank digital signature
—  Reset passwords to internet-banking

—  Transfer money

19

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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TIK APM KBP. Onepatop [Kombiunyg

BaHHb
@sfin  3MA  3CMA  Mpaskas Onepauwm Bua  Mowows
of (8.8 e 9N
| Bexoa | SMA  3CMA Vst | Hakowtpons | Mevats :
‘\I =0 BeenerHeie/MocTynueiuue us AC KauerTa ‘ <= Mpuwsmsie wa LLOW { (¥ 3atpaxosarrsie ‘ 1) Moo |

? 4 | l
Winos | MpoTokon | MorHTOpHAT 344 MoHATOpHHT 5C

Maen..| Cocrosmue W noses.. [V paiina Bpens nomeleHiia & spaHuwe [T [wncan [V Rara30 [Homep3A [Cunia3n Ormnpasurens [
@8 1 Monysenoreer Velugna  bAN73B037PT 031210 ED210 5773303000 23.04.2013 10001 Pywoiieson N1 »
! @8 2 Orpuarenesii pesynsrar vellgna  bAN738037PV  10.02:03 ED101 5773803000 23.04.2013 10003 1200000000 Pywoiesoa 11
T o vistp | @3 3 Mepananetpancnoprryo cucreny  velligina  bANZIBIZTFW  10:2627 ED101 5773303000 23042013 10004 1200000000 Pywoiiseon Ml 2
(€& iBark
| »
RELYHSE = EEEE
itucmwe Mvis nonbs.. [V @aiina [Bpena nom.| Tun UAC3A  [Mara38  [Homep3A [Cowmadll |

BEL YIS
23042013 | B B B B B B |C) Cluam2Exgiopr
|

2% Hawano obpaBorsn gajina C:\uarn2\Exghopr\b4N73803. 72U
[ i) 23.04.2013 10:26:39.75] [USERZ93] [vetluginal [fopogosamee KAl
a3 aneiiMe iaTexa Buxomsoft patm baN73803.7PW mowewds ® maranor C:\uarm2\exghctr

—

(5 [23.04.2013 10:26:39.96] [USERZ93] [vetlugina] (Ommpassa coobuemsi]
Sasepuerye ofpabomky daina b4N7IS03. TRV

(i) [23.04.2013 10:26:39.77] (USER293) (vetlugina] (#oproposamse KA]
¥ Moanmci Sasepuerne ofpabomkn daina b4N7IE03. 7PV
3 '\z) [23.04.2013 10:26:39.85] [USER293] [vetlugina] [Ompasxa coobuersi]
E o Haxano ofpsborsu dajvm C:\uarn2)Exg\ccr\bdN73803. 700
| LlIE ) [23.04.2013 10:26:39.36] [USER293] [vetlugina] [Ommpaska cocBuessil
Buxommoit pason bAN73803. 700 momewdn ® xaranor C: uarn?)Exg\ows

ES
£
£
£y
#
£y
£
EAgE

L |
S &0 057 P

{6 MK APM KEP. Oneparo... (=) Mon aokyhenTe!

roToB0

£nycx @ | A1 - Broxror 2= G 10:28
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..1- Cepuep 5O BS-Client v.3

Brogsuide WoxonAuws B2B CRDAmOSHMEH  AAKHHACTDRDOSSHHS CepBHC oMol

| S| mmeoi])»Baed 68|

[Daveg ad ||

10| Login | PO, I CocTosHuz [Orparsen Azl =
57 000 akrveer c 22012013 1 RUSSIAN
akrvgen ¢ Z2.01.2013 1 RUSSIAN
Snaruposan 1 RUSSIAN
ceit anrvoen 0 25.01.2013 1 RUSSIAN
Musarinoee aktvoen ¢ 25.01.2013 1 RUSSIAN
anrgen ¢ 31.01.2013 1 RUSSIAN
arvoen ¢ 05.022018 1 RUSSIAN
anrvoen ¢ 05.022013 1 RUSSIAN
akrvoen ¢ 05.022013 |1 RUSSIAN
anrvgen c 0E.022013 1 RUSSIAN
arvoen ¢ 0E.022018 1 RUSSIAN
anrvoen c02.022013 1 RUSSIAN
3 akrvoen c12.022013 1 RUSSIAN
anrvgen c12.022013 1 RUSSIAN
akrvoen c12.022018 1 RUSSIAN
akrvoen 0 28.022013 1 RUSSIAN
akrvoen c 28.022013 1 RUSSIAN
anrvger ¢ 01.03.2013 1 RUSSIAN
akrvoen c 22042013 1 RUSSIAN
anrvoen ¢ 0B.03.2013 1 RUSSIAN
akrvoen ¢ 0B.03.2013 1 RUSSIAN
anrvmen c07.032013 1 RUSSIAN
arvoen ¢ 11.03.2013 1 RUSSIAN
anrvoen c18.04.2013 1 RUSSIAN
akrvoen c15.03.2013 1 RUSSIAN
anrvgen c 25.032013 1 RUSSIAN
akrvoen ¢ 05.04.2013 1 RUSSIAN
aktvoen ¢ 05.04.2013 1 RUSSIAN
akrvoen ¢ 03.04.2013 1 RUSSIAN
anrvioen c 02.04.2013 1 RUSSIAN
akrvoen c 02.04.2013 1 RUSSIAN
anrvoen c10.04.2013 1 RUSSIAN
aktiger 12042013 1 RUSSIAN
akrviser o 16.042013 1 RUSSIAN
akrvoen c 22042013 1 RUSSIAN
aktvsen o 22042013 1 RUSSIAN
aktvgen o 22.04.2013 1 RUSSIAN
akrvisen c 22042013 1 RUSSIAN
17 Poirok” akrvoen c 25.042013 1 RUSSIAN
akrvsen 28042013 1 RUSSIAN
akriser c 30.04.2013 1 RUSSIAN
Groruposan 1 RUSSIAN

akrvoer c14.05.2013 1 RUSSIAN E'
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