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Executive summary

At its fourth meeting (12-13 March 2009), the Cybercrime Convention Committee (T-CY):

elected Ms Betty Shave (United States) as Chair and Mr Markko Kiinnapu (Estonia) as Vice-
chair of the T-CY;

set up a Bureau composed of the aforesaid and three additional members, Ms Nora Kaiser
(Germany), Mr Fabien Lang (France) and Mr Erik Planken (the Netherlands);

examined certain provisions of the Convention on Cybercrime (CETS 185) discussing, in
particular, issues pertaining to jurisdiction;

decided to launch a questionnaire on transborder access to data;

examined the practical co-operation in the framework of the 24/7 points of contact and
decided to encourage further co-operation with the G8 High-Tech Crime Subgroup with a
view to further strengthening the effective functioning of the network;

adopted comments on the Parliamentary Assembly Recommendation 1855 (2009) “The
regulation of audiovisual media services”;

adopted an opinion on the relationship between the Convention on Cybercrime and the draft
Convention on counterfeiting of medical products and similar crimes involving threats to
public health.



l. Opening of the meeting and adoption of the agenda

1. The meeting was opened by the Chair, Ms Betty Shave. The Director of Standard-Setting of
the Council of Europe, Mr Jan Kleijssen, welcomed the participants to the 4™ meeting of the
Parties. He insisted on the need to ensure continuity in the work of the T-CY.

2. The agenda was adopted. The agenda and the list of participants are annexed to this report
(see Annex | and II).

Il. Election of the Chair and Vice-Chair by representatives of Parties of the Convention

3. Ms Betty Shave (United States) was re-elected Chair and Mr Markko Kiinnapu (Estonia) was
elected Vice-Chair of the T-CY.

lll. State of signatures, ratifications and accessions to the Convention (CETS No. : 185)
and its additional Protocol (CETS No. : 189) (including progress made and likely
future timetable)

4. The T-CY took note of the current state of signatures and ratifications of the Convention on
Cybercrime and its Additional Protocol. Since the third meeting of the Committee three
States (Germany, ltaly and Latvia) have ratified the Convention. In addition, Azerbaijan,
Georgia and Liechtenstein all signed the Convention in 2008.

5. The T-CY agreed that states, whose legislation is very close to meeting the requirements of
the Convention, should be further encouraged to sign. The Caribbean and Latin-American
States were mentioned as examples.

6. The Project on Cybercrime emphasised the fact that the implementation of the Convention
must be supported worldwide. Therefore, a pro-active involvement of the Parties is
necessary to:

- achieve political, moral and practical support for the accession process from Parties and
experts;

- obtain funding, as resources are limited;

- be able to respond to any need, also from non-member states. A pragmatic approach of
flexibility to co-operate with non-member states is necessary.

The Project on Cybercrime also underlined that it is in the interest of the Parties to the
Convention on Cybercrime that co-operation in the framework of technical assistance projects is
extended to interested states or territories worldwide with a view to strengthening national
legislation and international co-operation (including the 24/7 contact points) in the fight against
cybercrime, even if these states and/or territories may not necessarily accede to the Convention.

IV. Review of certain provisions of the Convention on Cybercrime (CETS No. : 185) and its
Protocol (CETS No. : 189)

a. Expedited preservation of stored computer data and traffic data, including partial
disclosure of the latter (articles 16 and 17)



10.

11.

12.

13.

The T-CY examined the issue of expedited preservation of stored computer data and traffic
data regulated by Articles 16 and 17 of the Convention.

b. Questions of jurisdiction (article 22)

Mr Henrik Kaspersen (the Netherlands) presented the discussion paper he had written for
the Project on Cybercrime, entitled “Cybercrime and Internet jurisdiction”. One of the
recommendations of Mr Kaspersen’s paper is to carry out further studies on jurisdiction in
cybercrime cases.

The T-CY took note of the discussion paper and agreed that further studies should be
carried out, with focus on transborder access to data by law enforcement agencies. It
decided to:

- instruct the Secretariat to prepare, in consultation with the Chair and interested
delegations, a draft questionnaire on the need for direct transborder access to data and
data flows where other measures are not adequate or fail;

- instruct the Secretariat to consult Parties and Signatories to the Convention, States
invited to accede to the Convention as well as the CDPC on the draft questionnaire with
a view to finalising it through written procedure;

- instruct the Secretariat to disseminate the finalised questionnaire to Parties and
signatories to the Convention and States invited to accede to it with a view to presenting
the replies obtained to the T-CY and CDPC.

c. Functioning of the « 24/7 Network » under article 35

The T-CY held an extended discussion on the functioning of the 24/7 network. One of the
conclusions was that there is not enough awareness in states and among contact points
themselves that they are part of the 24/7 network.

It was decided that the co-operation between the G8 High-Tech Crime Sub-group and the T-
CY concerning the management of contact points should be further developed, possibly by
attending each others meetings on the managing of contact points and by publishing a
merged list of contact points with the official names of the competent authorities.

The issue of the publication of the discussion paper on contact points was discussed. Some
delegations expressed doubts as to making the document public, as it does not necessarily
reflect the views of all Parties to the Convention. The view was also expressed that a
publication of this kind should be prepared jointly with the G8 High-Tech Crime Sub-group.
Other delegations considered publication of the discussion paper to be helpful for further
improving the functioning of the network.

The T-CY decided to:

- take note of the discussion paper “The functioning of 24/7 points of contact for
cybercrime” prepared by the Project on Cybercrime;



V.

- encourage further co-operation with the G8 High-Tech Crime Subgroup with a view to
further strengthening the effective functioning of the network;

- make an official request to G8 High-Tech Crime Subgroup concerning the possibility to
publish the official names of the competent authorities without revealing their full contact
details;

- instruct the Secretariat to consult the Parties and the CDPC on publication of the
discussion paper “The functioning of 24/7 points of contact for cybercrime” prepared by
the Project on Cybercrime within a delay of three months.

- refer to the Bureau the questions of the attendance of the T-CY and the G8 High-Tech

Crime Sub-group at each others meetings and of the management of collaboration on
the 24/7 Network.

Mutual legal assistance in computer related cases in the light of information

provided by the CDPC and the PC-OC

14.

15.

The Secretariat presented the replies to the questionnaire on mutual legal assistance in
computer related cases. Following a request of the T-CY for guidance concerning best
practices for mutual legal assistance in computer-related cases, the PC-OC had adopted a
questionnaire on this issue. The replies to the questionnaire showed that co-operation on
mutual legal assistance in computer related cases should be improved. Amongst other
findings, it appears that the Convention has never been used as the sole legal basis for
mutual legal assistance requests.

The T-CY decided to:

- continue its discussions on ways and means to facilitate mutual legal assistance under
the Convention.

VI. Implementation of the Convention

16.

VII.

17.

18.

The T-CY took note of the country profiles concerning the implementation of the Convention
on Cybercrime. They are generally considered a useful tool for strengthening cybercrime
related legislation, as the profiles show possible gaps.

Information concerning the Project on Cybercrime

The Secretariat gave an update of current activities and the work plan for the Project on
Cybercrime. The results of Phase 1 were presented, with the focus on international co-
operation, a 24/7 network and assistance by implementing and promoting the Convention on

Cybercrime as global legislation.

Phase 2 of the Project on Cybercrime was launched during the Octopus Interface
Conference 2009. The main issues in this phase will be:

- law enforcement;



19.

20.

21.

22.

- implementing article 9 on offences related to child pornography;

- Council of Europe Convention 201 on the Protection of Children against Sexual
Exploitation and Sexual Abuse;

- data protection;

- money-laundering on the internet.

The Octopus Interface Conference 2009, entitled “Co-operation Against Cybercrime”, was
held in Strasbourg from 10-11 March. There were around 300 participants from 70 different
states at the conference, a number of them representing the private sector. A summary
report of the conference is attached (Annex Il1).

Mr Gilberto Martins de Almeida (Brazil) and Ms Cristina Schulman (Romania) gave a short
presentation of Workshop 2 of the Octopus Conference concerning child pornography and
sexual abuse on the internet. During the workshop it became clear that countries had not
always adopted specific provisions concerning the use of the internet, but only general
provisions on child pornography.

Mr Ivan Mijatovic (Croatia) gave a presentation of the recent “Operation Sledgehammer”
clamping down on internet child pornography in Croatia.

The T-CY welcomed the work carried out by the Project on Cybercrime, which made an
invaluable contribution to the Convention’s promotion and implementation worldwide.
Participants insisted that documents prepared by the Project should indicate more clearly
their origin and status.

VIIl. Consideration of possible supplementation or strengthening of the Convention

23.

24,

The Secretariat presented Recommendation 1855 (2009) of the Parliamentary Assembly
entitled “The regulation of audiovisual media services”, in which the T-CY was requested to
consider an additional protocol to the Convention on Cybercrime concerning “illegal content”.

The T-CY agreed that “illegal content” is already sufficiently covered by the Convention and
other international instruments in such a way that there is no need for an additional protocol
to the Convention for the moment. It adopted the following opinion:

“The Committee has carefully considered point 12.4. of the Parliamentary Assembly’s
recommendation. It notes that the Assembly has not indicated which kind of illegal
content should be the subject of further additional protocols to the Convention on
Cybercrime.

The Committee recalls that the Convention already includes the content-related offence
of unlawful production or distribution of child pornography (article 9) and provides for the
criminalisation of offences related to infringements of copyright and related rights (article
10). The 2003 additional protocol extended the Convention’s scope, including its
substantive, procedural and international cooperation provisions, to cover also offences
of racist and xenophobic propaganda.

Furthermore, in 2007 the CDPC reviewed the provisions of the Convention, welcomed
the fact that the convention had gained widespread international support and agreed that



25.

26.

it was premature to amend its provisions (CDPC, 56th plenary meeting, June 2007, item
10 of the agenda).

The Committee is therefore of the view that there is currently no need for an additional
protocol on illegal content, the latter being already covered by other existing international
legal instruments.”

During the following general discussion, one delegation made a general statement arguing
that the emphasis must be on promoting the Convention on Cybercrime worldwide and
encouraging more countries to sign and ratify it as it stands now, rather than changing it. The
US proposed to work at the political and technical level, focusing on a few candidates. It was
underlined that Parties should use their special relationships and links with other states to
encourage their accession to the Convention.

One observer delegation made a declaration expressing concerns about uncertainties
regarding the application of article 32 (b) of the Convention and suggesting that the T-CY
should initiate a process which would result in an amendment of its provisions. The T-CY did
not take up this suggestion.

IX. Other work carried out in the Council of Europe concerning specific matters relating to
cybercrime

Group of Specialists on counterfeit medical products (PC-S-CP)

27.

The Secretariat of the PC-S-CP gave a presentation on the draft Council of Europe
Convention on counterfeiting of medical products and similar crimes involving threats to
public health. The T-CY adopted the following opinion on the relationship between this
Convention and the Convention on Cybercrime:

“At the request of the Bureau of the CDPC, the Committee has examined the relevant
provisions of the Convention on Cybercrime and the draft Convention on counterfeiting of
medical products and similar crimes involving threats to public health with a view to
assessing the relationship between the two instruments.

The Committee is of the opinion that the provisions of the Convention on Cybercrime,
including on procedural law and mutual legal assistance, could be considered as
applicable to the criminal acts of promotion and supplying of counterfeit medical products
through the Internet.” (Appendix 1)

Committee of Experts on Terrorism (CODEXTER)

28.

The T-CY took note of a presentation by the Secretariat of CODEXTER on the current work
related to cybercrime issues. A conference will be organised in Spain on terrorism and cyber
security (Madrid, 16-17 April). This conference will bring experts together to share
knowledge and to tackle internet use for terrorist purposes, by means of international co-
operation. The T-CY was invited to participate in this event.



X. Work carried out by other fora

The Internet Governance Forum (IGF)

29. The T-CY took note of a presentation by the Secretariat of the CDMC about the IGF-meeting
in Hyderabad, December 2008. The Convention on Cybercrime plays an important role in
the work of the IGF, as it is used as the central reference and as a tool to combat
cybercrime. The following issues were discussed during the last meeting:

- difficulties in transborder law enforcement;
- multi-stakeholder co-operation at all levels.

30. One of the central themes of the next meeting of the IGF will be cybercrime, with the focus
on ftraining, capacity building, best practices and raising awareness. The deadline for
announcing participation in the next IGF meeting is 15 April 2009.

The European Union (EU)

31. The representative of the Commission underlined the good co-operation between the EU
and the Council of Europe, recalling in particular the Memorandum of Understanding
between these two organisations. The Lisbon Treaty is expected to change the structure of
current EU work in the criminal law field by transferring competencies from the member
states to the Community. He presented the main features of a proposal for updating a
framework decision pertaining to cybercrime issues by:

- adding aggravating circumstances, including large-scale cyber attacks;
- setting a deadline for contact points to react;
- obliging member states to collect data.

The Organisation for Economic Co-operation and Development (OECD)

32. The T-CY decided to strengthen its co-operation with the OECD, in particular by inviting the
OECD to participate in its next meeting as an observer.
XI. Available training (by international bodies or states)

33. The US delegation distributed a paper concerning cybercrime training offered by the US
Department of Justice to other States (Annex IV).

34. The Secretariat informed the T-CY that the Consultative Council of European Prosecutors
(CCPE) had adopted an opinion on this matter (Annex V).

XIl. Working methods of the Committee

35. The Secretariat explained the background for the proposal to set up a bureau of the T-CY

and the relevant practice in the Council of Europe. The standard terms of reference and
working methods of Article 13 of Appendix 1 to Resolution Res(2005) 47 of the Committee of



Ministers of the Council of Europe would apply mutatis mutandis. They foresee the following
main functions of a bureau:

to assist the Chair in conducting the committee’s business;

to supervise the preparation of meetings at the committee’s request;
to ensure continuity between meetings as necessary;

to execute other additional specific tasks delegated by its committee.

36. The T-CY agreed that it would be important for the Committee to be able to pursue co-
operation with other international organisations and committees of the Council of Europe as
well as to carry out activities related to its mandate between the annual meetings. There was
agreement that the work of the T-CY should become more visible through representation of
the T-CY at relevant meetings and conferences of other organisations.

37. The T-CY decided to set up a bureau, consisting of the Chair, the Vice-Chair and three
additional members. It elected Ms Nora Kaiser (Germany), Mr Fabien Lang (France) and Mr
Erik Planken (the Netherlands) as members of the Bureau.

XIll. Next meeting of the T-CY

38. The next meeting will be held in 2010. The exact date will be determined in consultation with
the Bureau.

39. In addition to the States Parties and Signatories to the Convention, States invited to accede
the Convention will be invited to participate, as observers, in the next meeting of the T-CY.



APPENDIX |
DRAFT COMMENTS AND OPINIONS

Comments on Parliamentary Assembly Recommendation 1855 (2009) « The
regulation of audiovisual media services »

The Committee has carefully considered point 12.4. of the Parliamentary Assembly’s
recommendation. It notes that the Assembly has not indicated which kind of illegal
content should be the subject of further additional protocols to the Convention on
Cybercrime.

The committee recalls that the Convention already includes the content-related offence
of unlawful production or distribution of child pornography (article 9) and provides for
the criminalisation of offences related to infringements of copyright and related rights
(article 10). The 2003 additional protocol extended the Convention’s scope, including its
substantive, procedural and international cooperation provisions, to cover also offences
of racist and xenophobic propaganda.

Furthermore, in 2007 the CDPC reviewed the provisions of the Convention, welcomed
the fact that the convention had gained widespread international support and agreed
that it was premature to amend its provisions (CDPC, 56th plenary meeting, June 2007,
item 10 of the agenda).

The Committee is therefore of the view that there is currently no need for an additional

protocol on illegal content, the latter being already covered by other existing
international legal instruments.

10



APPENDIX II

Opinion of the T-CY on the relationship between the Convention on Cybercrime
and the draft Convention on counterfeiting of medical products and similar crimes
involving threats to public health:

At the request of the Bureau of the CDPC, the Committee has examined the relevant
provisions of the Convention on Cybercrime and the draft Convention on counterfeiting
of medical products and similar crimes involving threats to public health with a view to
assessing the relationship between the two instruments.

The Committee is of the opinion that the provisions of the Convention on Cybercrime,
including on procedural law and mutual legal assistance, could be considered as
applicable to the criminal acts of promotion and supplying of counterfeit medical
products through the Internet.
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APPENDIX Il
DRAFT AGENDA
. Opening of the meeting

. Election of the Chair and Vice-Chair by representatives of Parties to the
Convention

. Adoption of the agenda

. State of signatures, ratifications and accessions to the Convention and its
additional Protocol (including progress made and likely future timetable)

. Review of certain provisions of the Convention on Cybercrime (CETS No. :
185) and its Protocol (CETS No. : 189)

a. Expedited preservation of stored computer data and traffic data,
including partial disclosure of the latter (articles 16 and 17)

b. Questions of jurisdiction (article 22)

c. Functioning of the « 24/7 Network » under article 35

. Mutual legal assistance in computer related cases in the light of information
provided by the CDPC and the PC-OC

. Implementation of the Convention
Country Profiles established by Project on Cybercrime
. Information concerning the Project on Cybercrime

a. Activities to date and workplan 2009/2010

b. Octopus Interface  Conference  « Co-operation  Against
Cybercrime », 10 -11 March 2009

c. Results of workshop Il of Octopus Interface Conference
concerning child pornography

. Consideration of possible supplementation or strengthening of the
Convention

a. Parliamentary Assembly Recommendation 1855 (2009) « The
regulation of audiovisual media services » Rec. 1855 (2009) /
b. General discussion

10.Other work carried out in the Council of Europe concerning specific matters

relating to cybercrime
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a. Group of Specialists on counterfeit pharmaceutical products (PC-
S-CP)
b. Committee of Experts on Terrorism (Codexter)

11.Work carried out by other fora

a. Third Internet Governance Forum (IGF) meeting in Hyderabad,
December 2008 and preparations for the Fourth meeting in Sharm
El Sheikh, November 2009

b. European Union (EU) — proposal for a framework decision
c. Others
12. Available training (by international bodies or states)
13.Working methods of the Committee
a. Setting up of a bureau
b. Interactive website
14. Any other business

15.Next meeting of the Cybercrime Convention Committee (T-CY)

16. Adoption of the abridged meeting report
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APPENDIX IV

LIST OF PARTICIPANTS

PARTICIPATING PARTIES TO THE CONVENTION ON CYBERCRIME

CROATIA

Ivan MIJATOVIC, Chief Inspector, Ministry of the Interior, 10.000 ZAGREB, ILICA 335, Croatia, Tel: +385
1 3788789, mobile: +385 91 4545520, Fax: +385 1 4887333, E-mail : imijatovic@mup.hr

ESTONIA
Mr Markko KUNNAPU, Adviser, Criminal Police Department, Ministry of Justice, Ténismagi 5A, 15191
TALLINN, Estonia; Tel: +372 620 8205, Fax: +372 620 8109, E-mail : Markko.kynnapu@just.ee

FINLAND

Ms Sanna MIKKOLA, Counsellor of Legislation, Ministry of Justice, PO Box 25, FIN-00023
GOVERNMENT, Finland, Tel. +358-9-1606 7709, Fax. +358-9-1606 7737, E-mail: sanna.mikkola@om.fi

FRANCE

M. Fabien LANG, Commissaire de Police, Adjoint au Chef de 'OCLCTIC, Direction centrale de la Police
Judiciaire, 101 rue des trois Fontanot, 92000 NANTERRE, France ; Tel : +33 1 47 449 782, Fax : +33 1
47 449 799, E-mail : fabien.lang@interieur.gouv.fr

M. Francis STOLIAROFF, Magistrat, Mission de négociation et de transposition des normes pénales
internationales, Direction des Affaires Criminelles et des Graces, Ministere de la justice, E-
mail :francis.stoliaroff@justice.gouv.fr

HUNGARY / HONGRIE

Mr Zsolt SZABOLCSI, Senior detective, National Bureau of Investigation, High-tech Crime department,
Aradi u. 21-23, 1062 BUDAPEST, Hungary; Tel: +36 1428 9283, Fax: +31 6428 9282, E-mail:
szabolcsizs@nni.police.hu

ITALY

Cpt. Andrea CECCOBELLI, GAT-NSFT Guardia di Finanza, 2" Sec. Commander, M. Boglione nr. 84
Street — 00155 Rome (ltaly), Tel. +39.06.22938902, Mob. +39.328.8247866, Fax. +39.06.22938915, E-
mail: ceccobelli.andrea@qdf.it

NETHERLANDS

Erik J.H. Planken, Ministerie van Justitie / DGRR, Directie Rechtshandhaving en Criminaliteitsbestrijding,
Afdeling Criminaliteit en Veiligheid, pb 20301, 2500 BZ Den Haag, The Netherlands; Tel: +3170370
7261/7288 06 13 77 58 71, E-mail: e.planken@minjus.nl
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Mr Henrik W. K. KASPERSEN, Director Computer/Law Institute, Vrije Universiteit, De Boelelaan 1105,
1181 HV AMSTERDAM, The Netherlands; Tel: +31 20598 62 31, Fax: +31 20 598 62 30, E-mail:
kaspersen@rechten.vu.nl

NORWAY

Eirik Tronnes HANSEN, Police Procecutor, National Criminal Investigation Service,
Brynsalléen 6, PO box 8163 Dep., N-0034 Oslo, Norway, Tel +47 23 20 80 00/82 67, Fax +47 23 20 82
81, Mob. +47 48 88 78 88, E-mail: eirik.tronnes.hansen@politiet.no

ROMANIA

Ms Cristina SCHULMAN, Legal adviser — Department for International Law and Treaties Ministry of
Justice, Address: 17 Apolodor Street, 5" Sector, BUCHAREST 50741, Romania; Tel: + 4021/ 318 33 06,
Fax: + 4021/310 16 62, Email: cschulman@just.ro

Ms loana Bogdana ALBANI, Chief Prosecutor, Head of the Cybercrime Unit, Prosecutor’'s Office attached
to the High Court of Cassation and Justice, Directorate for the Investigation of Organised Crime and
Terrorism, 14, Libertatii Blvd., sector 5, BUCHAREST, Romania; Tel: +40 21 319 39 30/ +40 724 330 498/
+40 742 923 585, Fax: +40 21 319 39 30, Email: i_albani@yahoo.com / albani_ioana@mpublic.ro

“THE FORMER YUGOSLAV REPUBLIC OF MACEDONIA”

Mr. Igorce KARAFILOVSKI, Head of Sector for regulation and system development, Office for Prevention
of Money Laundering and Financing Terrorism, St. Veljko Vlahovik No.11,1 000 Skopje; tel: +389 2 3297
695; fax: +389 2 3224 824; GSM +389 76 445 301, E-mail address: igor.karafilovski@usppft.gov.mk

UNITED STATES OF AMERICA

Ms Betty SHAVE, Chair of the Committee, Assistant Deputy Chief for International Computer Crime,
Computer Crime and Intellectual property Section, US Department of Justice, 1301 NY Avenue NW,
WASHINGTON, DC 20530; Tel: +1 202 616 2522, Fax: +1 202 514 6113, E-mail: betty.shave@usdoj.gov

Mr Richard GREEN, Trial Attorney, Criminal Division, US Department of Justice, Computer Crime and
Intellectual Property Section, 1301 NEW YORK Avenue NW Suite 600 / WASHINGTON DC 20530; Tel:
+1 202-616-3475, Fax: +1 202-514-6113, E-mail: Richard.Green@usdoj.gov

Mr Kenneth HARRIS, Associate Director, Office of International Affairs, Criminal Division,
U.S. Department of Justice, 950 Pennsylvania Avenue, Washington, DC 20005, Tel: + 202-514-0000,
Fax: +1 202-514-0080, E-mail: Kenneth.harris@usdoj.gov

Mr Christopher PAINTER, Asst Director FBI Cyber Division and Chair G8 HTCSG, United States, Tel +1
(202) 651 3072, Fax +1 (202) 514 6113, E-mail: Christopher.Painter@ic.fbi.gov

OTHER PARTICIPANTS / AUTRES PARTICIPANTS

AZERBAIJAN

Bakhtiyar N.MAMMADOV, Head of Legal and Human Resources department, The Ministry of
Communications and Information Technologies of the Republic of Azerbaijan, Tel: (+994 12) 493 05 26,
(+994 12) 498 57 35, (+994 12) 498 79 12 E-mail: law@mincom.gov.az, MCIT website
http://www.mincom.gov.az
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BRAZIL

Mr Gilberto MARTINS D’ALMEIDA, Martins de Almeida Advogados, rua Mexico 41, Suite 502, Rio de
Janeiro, RJ 20031-144 E-maill: mda@all.net.br

CANADA
Mr Gareth SANSOM, Director, Technology & Analysis, Ministry of Justice, Canada, 284 Wellington Street,

Room 5021, OTTAWA (Ontario) K1A OH8, Canada; Tel.: +613 9574733, Fax: +613 941 9310, E-mail:
gareth.sansom@)justice.gc.ca

CZECH REPUBLIC

Mr Tomas HUDECEK, Ministry of Justice, International Section, VySehradska 16, 128 10 PRAGUE 2,
Czech Republic; Tel: +420 221 997 932, Fax: +420 221 997 945, E-mail: thudecek@msp.justice.cz

GEORGIA

Ms Natia GVAZAVA, Head of International Cooperation Unit, Ministry of Internal Affairs of Georgia, 10
Gulua str, 0114, TBILISI, Georgia; Tel: +995 77528535, Fax: +99532746206, E-mail:
natiagvazava@security.gov.ge

GERMANY

Ms Nora KAISER, Deputy Head of Division, Federal Ministry of Justice, Mohrenstrasse 37, 10117 Berlin,
Germany, Tel +49 (0) 30 18 580 9241, Fax+49 (0) 30 18 580 9242, E-mail: kaiser-no@bmj.bund.de

GREECE

Georgios DASAKALOPOULQOS, Deputy to the Permanent Representative of Greece to the Council of
Europe, 21, place Broglie - 67000 Strasbourg, Tél. 03 88 32 88 18 ,Fax 03 88 23 12 46, E-mail :
greekdelegce@wanadoo.fr

JAPAN

Mr Shoichi ITO, Senior Superintendent, Cybercrime Division, Community Safety Bureau, National Police
Agency, 2-1-2, Kasumigaseki, Chiyoda-ku, 100-8974 TOKYO, Japan; Tel: +81 3 3581 0141(ext 3430),
Fax: +81 3 3581 4093, Email: sito07@npa.go.jp

Mr Takahiro TSUDA, Attorney, Criminal Affairs Bureau, Ministry of Justice, 1-1-1 Kasumigaseki, Chiyoda-
ku, Tokyo 100-8977, Tel: (+81)-3-3592-7061, Fax: (+81)-3-3592-7067, Email: {t080460@moj.go.jp

Mr Akira TAKANO, Consul (Attorney), Consulate General of Japan, "Tour Europe", 20 Place des Halles,
67000 STRASBOURG, France; Tel: +33 3 88 52 85 05, Fax: +33 3 88 22 62 39, Email:
akira.takano@fr.oleane.com

LICHTENSTEIN

Ms Isabel FROMMELT, Diplomatic officer, Office for Foreign Affairs, Heiligkreuz 14, Postfach 684, FL-
9490 VADUZ, Tel: + 423 236 60 64, Fax: + 423 236 60 59, Email: Isabel.frommelt@aaa.llv.li

MEXICO
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M. Guillermo VALLS, Legal Attaché for the European Union & Switzerland, Office of the Attorney
General, Tel. + 34 917633692, 4959, Fax + 34 917632249, Email. gvalls@pgreuropa.net and
gvalls@pgr.gob.mx

PORTUGAL

Mr Pedro VERDELHO, Public Prosecutor, Centro de Estudos Judiciarios,Largo do Limoeiro, 1149-048
LISBOA, Portugal; Tel: +351 21 884 5600, Fax: +351 21 884 5615, E-mail: pedro.verdelho@gmail.com;
pedro.m.verdelho@mpublico.org.pt

RUSSIAN FEDERAION

Mr. A..YUROVSKIH — Chief Counselor, Department of Legal Matters of Security, State Legal Directorate
of the President of the Russian Federation

Mr. V.K.YERMAKOV - Counselor, Permanent Representation of the Russian Federation at the Council of
Europe, 75, allée de la Robertsau, 67000 Strasbourg, Tél. 03 88 24 20 15 - Fax 03 88 24 19 74
E-mail : representationpermderussie@wanadoo.fr

Mr. K.A.AKOSORUKOV - Adjoint for Legal Affairs to the Permanent Representative of the Russian
Federation at the Council of Europe, 75, allée de la Robertsau, 67000 Strasbourg, Tél. 03 88 24 20 15 -
Fax 03 8824 1974

E-mail : representationpermderussie@wanadoo.fr

SWITZERLAND

Mr Adrian KOSTER, Juriste, Federal Office of Police, Nusbaumstrasse 29, 3003 BERN, Switzerland; Tel:
+41 31 32 57 234, E-mail: Adrian.koster@fedpol.admin.ch

TURKEY

Mr Bilal SEN, Superintendent, Turkish National Police — Cyber Crime Unit, Karanfil Sokak No: 57 Kizilay
Ankara, Turkey, Tel: +903124127480 (office) +905053562452 (mobile ), Fax: +903124127459, E-mail:
bilalsen@kom.qgov.tr

Mr Abdulvahap DARENDEL_i, Vice-President, Radio and Television Supreme Council, Bilkent Plaza B2
Blok Bilkent-ANKARA/TURKIYE; Tel: 00.90.312.2661977, Fax: 00.90.312.2661971
E-mail: darendeli@rtuk.org.tr

Mr Nihat CAYLAK, Expert, Radio and Television Supreme Council, Bilkent Plaza B2 Blok Bilkent-
ANKARA/TURKIYE; Tel: +90 312 2975538, Fax: +90 312 2661964, E-mail: nihatcaylak@rtuk.gov.tr

UNITED KINGDOM

Mr Justin MILLAR, Acting Head of Unit, OFCU, Home Office, Tel: +44 0207 035 1578, E-mail:
Justin.Millar4 @homeoffice.gsi.gov.uk

EUROPEAN COMMITTEE ON CRIME PROBLEMS (CDPC)

Mr, Dr. Hans-Holger Herrnfeld, Regierungsdirektor, Federal Ministry of Justice, Head of Division
International Criminal Law, European and Multilateral Cooperation in Criminal Matters, 11015 Berlin,
Federal Republic of Germany, Phone: +49 30 2025 9226 - Fax: +49 30 2025 8265 Mobile - +49 160 906
32 593, E-mail: Herrnfeld-Ha@bmj.bund.de
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STEERING COMMITTEE ON THE MEDIA AND NEW COMMUNICATION SERVICES (CDMC)

Mr Garegin CHUGASZYAN, Executive Director, IT Foundation, 2 Arshakuniats Ave., Il Floor, 375023,
Yerevan, Armenia, Tel: 00 37410 528282, Fax: 00 37416 5566649, E-mail: gareginc@yahoo.com

UNITED NATIONS OFFICE ON DRUGS AND CRIME (UNODC)

Ms Gillian MURRAY, Focal Point for Cybercrime, Division for Treaty Affairs, United Nations Office on
Drugs and Crime, Vienna International Centre, P.O. Box 600, 1400 VIENNA, Austria; Tel: + 43 1 26060
4084, Email: gillian.murray@unodc.org

EUROPEAN COMMISSION

Mr Ruben LOMBAERT, Policy Officer, European Commission, Directorate-General Justice, Freedom and
Security, Directorate F.2 Fight against Organised Crime, Office LX46 3/137, 1049 Brussels, Belgium, Tel:
+32.2.298.77.09, Fax: +32.2.296.76.33, E-mail: ruben.lombaert@ec.europa.eu

INTERPOL

Mr Bernhard OTUPAL, Assistant-Director Financial and High Tech, 200 Quai Charles de Gaulle
69006 Lyon, France, E-mail : b.otupal@interpol.int

SECRETARIAT OF THE COUNCIL OF EUROPE

Council of Europe - Directorate General of Human Rights and Legal affairs
DG-HL
T-CY - Contacts

Website: www.coe.int/cybercrime

Telephone of the Secretariat: +33 3 88 41 30 36
Mr Jan KLEIJSSEN, Director of Standard-Setting

Mr Jérg POLAKIEWICZ, Secretary to the T-CY, Head of Law Reform Department

Mr Alexander SEGER, Head of Economic Crime Division, Technical Co-operation Department, Directorate
of Co-operation

Mr Kristian BARTHOLIN, Co-Secretary to the T-CY, Law Reform Department

Mr Lee HIBBARD, Coordinator of International Information Society, Media and Information Society
Division, Co-secretary to CDMC

Ms Olga SOKOL, Assistant, Law Reform Department
Ms Evgenia GIAKOUMOPOULOS, Study Visitor

Ms Anne-Marie SCHOOREL, trainee

Mr Valerio MAIONE, trainee

CODEXTER :
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Albina OVCEARENKO, Co-Secretary of the CODEXTER
Counter - Terrorism Task Force / Task Force contre le Terrorisme

INTERPRETERS

Ms Lise BASSU, Ms Pascale MICHLIN, Mr Olivier OBRECHT
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