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Summary

The present study examines the problems caused for due process by sanctions introduced
by the UN Security Council in the context of counter-terrorism. It analyses the case-law of
the European Court of Human Rights (ECtHR) relevant to the issue. It also addresses the
question whether the ECHR standards can be said to represent general human rights
principles in the field. Finally, it examines the extent to which Council of Europe states bear a
residual responsibility under the ECHR for the adoption and implementation of UN Security
Council targeted sanctions.

Listing of a person or an entity by the Resolution 1267 Committee entails a duty on all UN
members to impose travel bans, an assets freeze and an arms embargo. At present, there is
no international legal mechanism for checking or reviewing the accuracy of the information
forming the basis of a sanctions committee blacklisting or the necessity for, and
proportionality of, measures adopted. The individual has no right of access to a court or a
quasi-judicial body at the UN level. UN blacklisting thus does not fit into the traditional
pattern of due process. Nor does blacklisting fit into the pattern — implicit in the ECHR and
other human rights treaties - of the legislature proscribing conduct in general terms which is
then applied by the executive (police or prosecutor) in a specific case (a decision to order a
criminal investigation or to bring criminal charge). This causes considerable problems under
human rights treaties.

As far as assets freezing is concerned, this raises issues primarily under ECHR Article 6
(access to court/fair trial), Protocol 1, Article 1 (protection of property) and Article 13
(effective remedies). Problems under other articles for assets freezing and travel sanctions
can possibly be solved within the existing system, by issuing dispensations.

The effects of blacklisting may be sufficiently serious to be the “determination of a criminal
charge”, triggering the application of Article 6 in its entirety. If this is not the case, then
blacklisting fits into the Convention framework of disputes over “civil rights” under Article
6 (1), i.e. the rights to property and to reputation. The ECtHR has refused to accept that
access to a court can be totally blocked for national security reasons or that the court is, for
national security reasons, not capable of determining the dispute on the merits. On the other
hand, in both criminal and civil cases the ECtHR has accepted that the requirements of a fair
trial may be modified in anti-terrorism matters. It has allowed courts with a special
composition, and the application of special procedures to maintain secrecy. It is however
crucial that the court in question be independent, impartial and competent and that the
procedure before it follows the principle of equality of arms. The court must be capable of
judging the merits of the measure, and of ordering its cessation.

As regards property rights, an assets freeze will usually be adjudged as a “control on use”.
The margin of appreciation is wide and national security is a pressing need. Thus, the
possibility exists under the ECHR to take fairly drastic measures against property for anti-
terrorism purposes. However, the room for error exists in this field as in any other. Indeed, it
probably is even more likely in a field where enforcement agencies are required to act on
limited intelligence material, under political pressure to show results. The ECtHR has tended
to take into account the availability of safeguards, particularly judicial safeguards, against
wrongful or arbitrary controls on use.

Article 13 (effective remedies) is a subsidiary article, and only comes into play when an
application falls within the scope of another material right. Even where an allegation of a
threat to national security is made, the ECtHR case law makes it clear that the guarantee of
an effective remedy requires as a minimum that a competent, independent appeals authority
must exist which is to be informed of the reasons behind the decision, even if such reasons
are not publicly available. The authority must be competent to reject the executive’s
assertion that there is a threat to national security where it finds it arbitrary or unreasonable.
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There must also be some form of adversarial proceedings, if need be through a special
representative after a security clearance.

There are corresponding provisions on due process in the UN Universal Declaration of
Human Rights and the Covenant on Civil and Political Rights, and it is submitted that the
above ECtHR case law to a large extent expresses general principles of due process.

The Security Council is bound by UN human rights norms insofar as these are authoritative
interpretations of the UNC and/or have passed into general international law. The case law
of the ECtHR, particularly the Bosphorus case, also makes it clear that there can be a
“residual” responsibility on state parties for violations of the ECHR, even when the violation
has come about when these states are implementing legal obligations arising out of their
membership of an international organization. State action taken in compliance with such
legal obligations is justified as long as the relevant organisation is considered to protect
fundamental rights, as regards both the substantive guarantees offered and the mechanisms
controlling their observance, in a manner which can be considered as equivalent to that
which the ECHR provides.

The position taken in the present study is that either the adoption by ECHR state parties
acting in the Security Council of targeted anti-terrorist sanctions containing no equivalent
safeguards and/or the implementation by ECHR state parties of these sanctions in their
territories is contrary to general human rights principles as embodied in the ECHR. This
does not mean that the sanctions are invalid, only that the relevant state parties incur state
responsibility for violation of the Convention. States have admittedly agreed to carry out
decisions of the Security Council (Article 25 UNC). Moreover, obligations under the UNC
take precedence over their obligations under other treaties (Article 103 UNC). But as there is
no necessary conflict between UN targeted sanctions and the ECHR, the principle of good
faith means that Article 103 cannot be invoked by a state party to the ECHR, either when it is
acting within the Security Council and/or when it is implementing a Security Council
resolution, to avoid its obligations under the ECHR, and to avoid responsibility for breaching
the ECHR. The process of improving legal safeguards at the level of the Security Council
admittedly involves some difficulties, inter alia because there are legitimate security interests
that have to be protected. Nonetheless, the whole purpose of human rights is to place
reasonable limits on absolute power. It is quite possible to create an equivalent level of
protection at the UN level while maintaining security concerns.
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Introduction

The present report analyses the human rights problems involved in UN Security Council
counter-terrorism sanctions from the perspective of the European Convention on Human

Rights (ECHR).1 It also examines briefly the extent to which the ECHR standards, as laid
down by the European Court of Human Rights (ECtHR) can be said to represent general
human rights principles in the field. The issue of how the ECHR standards could be said to
be applicable to the UN targeted sanction system is also examined. First it is necessary to
give some background. In a short report of this nature concerning a complicated subject it is
difficult to cover all the issues. This report can thus be usefully read together with my other

work on the subject. 2

Background

On 15 October 1999 and 19 December 2000, the Security Council, acting under Chapter VII
of the United Nations Charter (UNC), brought in sanctions against the Taliban-regime in
Afghanistan (resolutions 1267 and 1333 respectively). Resolution 1333 inter alia ordered
states to freeze funds controlled directly or indirectly by Usama Bin Laden and individuals
associated with him. Following the defeat by the Northern Alliance, assisted by US forces, of
the Taliban the Security Council adopted resolution 1390 of 16 January 2002. This resolution
renewed the Taliban/Al-Qaida blacklists, extending even travel and arms embargo sanctions
to the listed persons. Resolution 1390 is “open-ended” and, in contrast to earlier targeted
sanctions, involves a qualitative difference in that there is no connection between the
targeted group/individuals and any territory or state. In Resolution 1455, of 17 January 2003,
the Security Council reiterated states’ obligations to comply with the earlier resolutions and
required the submission of updated implementation reports within 90 days. These
resolutions have been reaffirmed and slightly modified by subsequent resolutions
(Resolutions 1452, 20 December 2002, 1455, 17 January 2003, 1526, 30 January 2004 and
1617, 29 July 2005).

Targeted sanctions are implemented by the Security Council establishing a sanctions
committee. There is only one sanctions committee for the above resolutions. There is also a
monitoring group/team, which was appointed by Resolution 1363 (2001). Its mandate has
been extended regularly, most recently in Resolution 1617 (hereinafter the “1267 Monitoring
Team”). The work of the Resolution 1267 Committee is separate from, but intended to be
coordinated with, the work of the Counterterrorism Committee (CTC) established by
Resolution 1373. The CTC has a more “legislative” role, whereas the 1267, and other
targeted sanctions committees, have an “operative” role.

The sanctions work by means of a “blacklist” of individuals and entities drawn up by a
sanctions committee on the basis of information provided primarily by the members of the
Security Council. The effect of these resolutions is to impose a duty on all state parties to the
UNC inter alia to freeze the assets of a blacklisted entity or person and to prohibit any
payments to him or her, except for humanitarian purposes (food, lodging, medical care etc.).
As of 18 January 2006, there are 142 individuals and one entity on the Taliban list and 203

individuals and 118 entities on the Al-Qaida list.3 The results of an order freezing assets
(and, to a lesser extent, imposing travel restrictions) are severe for the individuals affected,
and their families. The substantive rights involved depend upon the type of sanctions

TETS No. 5 (1950).

2 see in particular my Report to Swedish Foreign Office on Targeted Sanctions and Legal Safeguards, October
2002 (http://www-hotel.uu.sefjuri/sii/index.html), revised and updated and published as UN Targeted Sanctions,
Legal Safeguards and the ECHR, 72 Nordic Journal of International Law 1-56 (2003) (hereinafter Cameron
2003).

3 The Committee is “currently considering the addition of a considerable number of names”, S/2005/761, p. 2.
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(financial, travel).4 In all cases, it tends to be civil and political rights which are affected. Air
travel bans interfere primarily with freedom of movement (although there can be secondary
effects on private and family life, and even on the right to life, e.g. where a targeted person

needs foreign medical care).5 Financial sanctions interfere with a person’s private and family
life, and his or her property rights. In both cases, an interference which cannot be appealed
to a tribunal may violate the right of access to court as well as the right to effective remedies.
In both cases, there may be an interference with the right to reputation. The rights under the
ECHR which are relevant are primarily access to court/fair trial (Article 6) to property (Article
1, Protocol 1), to private and family life (Article 8), to freedom of movement (Article 2,
Protocol 4) and to effective remedies before national bodies (Article 13).

The information on which blacklisting is proposed can vary. The formal basis is often a public
source, company registers, newspaper reports etc. Banking suspicious and unusual
transaction reports (STR, UTR) can also be a source as regards people suspected of money
laundering. However, secret intelligence material or confidential material such as embassy
reports can lie behind the formal source, either as leads in looking into the person in the first
place, or as confirming the public reports. As regards terrorist suspects, secret intelligence
material can assumed almost invariably to lie behind the listing. As far as | am aware, on the
occasions in which a sanctions committee member has asked a designating state for the
basis for a particular blacklisting to be disclosed, and this basis is intelligence or diplomatic
material, the reply has been given that the information comes from a reliable source, but that
national security considerations rule out disclosing it. Occasionally, information might be
given on a bilateral basis where the designating state trusts the requesting state to maintain
the confidentiality of the information. Thus, the sanctions committees as such have rarely, or
ever, evaluated the “evidence” that the named person is engaged in activities involving a
threat to international peace and security. The human rights problems sketched out above,
and examined in greater detail below, apply to all the other targeted sanctions regimes.
However, for reasons | have explained in detail elsewhere, the independent review process
necessary to ensure that other targeted sanctions regimes comply with minimum human

rights standards can relatively easily be put in place.6 This is more difficult not the case for
anti-terrorist sanctions where the nature of the decision that a particular person is a threat
and the legitimate need to maintain the secrecy of the material behind the anti-terrorist
blacklisting decisions causes more problems for a review body.

It has become evident that the secrecy surrounding the blacklisting can be counter-
productive. In particular, additional information can be required as regards blacklisted
entities in order to better allow states implementing the resolution to avoid the entity
circumventing the freezing/financing ban orders. The Security Council has responded to
criticism concerning this and Resolution 1617 now provides in para. 6 for release of
information on a case by case basis with the prior consent of the designating State.

Although the Security Council as a whole has so far not been prepared to accept that
individuals’ legal rights under national or international law invalidate or even affect the
authority of the Council to order such sanctions, it has, after considerable pressure exerted

4| do not consider that an arms embargo as such violates any human rights. Arms sales are typically subject to
stringent licencing requirements. Any “right” to sell weapons is thus severely circumscribed in national law.
Adding conditions to a licence regarding future sales, to the effect that arms merchants may not sell to named
governments or named individuals may not even be regarded as an interference at all with a property right. Even
if this is an interference, it will be justified as a “control on use”. See further below on property rights.

S Travel sanctions do not raise major human rights problems which cannot be solved by dispensations (see
below). See Cameron 2003, pp. 168-188. The points made on effective remedies are applicable mutatis
mutandis to possible infringements these involve of Article 8 and Protocol 2, Article 4.

6 See Cameron 2003, pp. 190, 196-200
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by certain states, provided for some political safeguards in the system.7 As consensus is the
basis of the operation of the sanctions committees, all fifteen members, not just the
permanent members, have a veto on names being put on the list.

As regards obtaining information as to why a person is on a list at all, after a great deal of
discussion and criticism, the Resolution 1267 committee has adopted guidelines for its work,
providing both for criteria for listing and delisting. States proposing names for inclusion must

identify these people and entities and their assets as much as possible.8 Resolutions 1526,
para. 17 and 1617 para. 2 and 4 require further identifying information and provide a non-
exhaustive definition of “association with” Al-Qaida. The improved criteria on listing will
hopefully have the indirect effect of reducing erroneous blacklisting, with all the suffering this
involves for innocent parties, even if the main focus of these improvements is increased

effectiveness. 9

As regards delisting, this involves the government of a targeted individual’s citizenship or
residence submitting a petition to the designating government, noting additional information,
seeking information and seeking consultations. Names have been removed after having
been placed on lists as a result of new information.10 Any state may request the sanctions
committee to remove a particular individual from the list. If no state objects, the name is
removed. No reasons need be given for either requesting removal, or opposing it. Measures
have also been taken to ameliorate the negative effects of sanctions for individuals. The
Security Council has provided for humanitarian exceptions delegating to states the power to
release funds so as to permit the target to pay specified exceptions, buy food, pay rent

etc.11 A state’s unfreezing for such purposes needs to be notified to the sanctions
committee. Unfreezing may also be allowed even for other, extraordinary, expenses, as long
as this is notified to, and approved by, the committee.

Still, from the individual’s perspective these safeguards and discretionary “benefits” are
obviously unsatisfactory. The procedure for ending up on the list, and getting off the list,
contains no legal safeguards for individuals. The listing criteria are interpreted and applied
by the political body which devised them, the sanctions committee. There is no body which
reviews its decision. The delisting procedure is similarly a purely political mechanism. The
delisting procedure can, so far (see below) not be initiated by the individual. The individual is
not a party to the proceedings and has no right of appearance, representation or even of
leading written evidence. The procedure instead relies on the right of diplomatic protection of
nationals (slightly expanded to include residents). But the state(s) of nationality/residence
may not be interested in intervening. And the delisting procedure contains no possibility for
the petitioning state to compel the production of sufficient information, or any information
whatsoever, justifying the blacklisting of one of its nationals or residents. The designating
state can refuse to provide any information, and continue to block the removal from the list
and the petitioning state cannot force a determination of the issue before some objective
body. The right of consultation would appear, in the circumstances, to be of little concrete
value. The Committee recently revised its guidelines on listing and delisting, but no

7 Some 50 states have complained about the lack of transparency and due process in the present system.
S/2005/572, para. 37.

8 See p. 6 of the Guidelines adopted 7 November 2002, available at www.un.org/Docs/sc/committees.

9 See below as regards the ECHR requirement of “prescribed by law”.

10 1o date, seven individuals and 3 entities have been removed from the Al-Qaida list. See the respective
consolidated lists at www.un.org/Docs/sc/committees.

11 Resolution 1452, 20 December 2002.
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agreement could be reached between states wishing to improve (from the individual’s
perspective) the present system and those states which did not wish changes.12

The Monitoring Team, so far, considers that any due process problems are limited to
erroneous blacklisting because of mistaken identity or a state failure to protect its nationals
or residents. The first problem will hopefully be dealt with by better statements of case. As
regards the second problem the Monitoring Team considers that this can be solved by

requiring states to forward complaints made by individuals within theirjurisdiction.13

Finally, as regards background, there have been very few challenges before national courts

of the constitutionality of UN freezing measures. 14 So far, the only legal challenge which has
been made before an international court of these specific UN sanctions is the case of Ahmed

Ali Yusuf and Al Barakaat International Foundation v. Council and Commission. 19 The case
was before the Court of First Instance (CFI) of the European Court of Justice (ECJ) and
concerned the EC implementation of Resolutions 1267 and 1390 (originally in Regulation
467/2001, now incorporated in Council Regulation 881/2002). The CFI ruled that the
regulation was within EC competence (para. 160). It further ruled that EC member states
granting of competence to the EC had been conditional: they had already agreed to abide by
Security Council resolutions adopted under Chapter VIl (para. 245). The competence of the
EC must be interpreted in accordance with international law and EC institutions were
therefore bound under EC law to comply with these resolutions (para. 254). Despite the fact
that the EC is built upon the principle of legality, and a possibility must therefore exist to
review the lawfulness of EC norms, the situation was different as regards obligations under
the UNC. The CFI considered that EC human rights, including the ECHR, could not therefore
affect the duty to obey Security Council resolutions, and it therefore lacked jurisdiction to
question these, even indirectly (para. 276). The only exception to this was the power it had
to review these resolutions in relation to jus cogens norms. However, the CFI considered
that the human rights norms under EC law which were relevant in the case — protection of
property, right to an effective defence and access to court (effective remedies) — did not
have jus cogens status. It accordingly concluded that no ground for annulling the disputed
EC regulations existed. The case has been appealed to the ECJ. If the applicant fails to
achieve success there, the main avenue of legal challenge still remaining is the ECtHR.

Due Process, the ECHR and Blacklisting in general

The Convention is built on what can be called the traditional idea of due process. Simply put,
in criminal matters, this means that there are laws criminalizing, in general but relatively
clear terms, certain conduct, as well as laws setting out relatively precise powers and
procedures by which the state can respond to such criminalized conduct. A decision is made
in an individual case by the police or the prosecutor to launch a criminal investigation. This
can often involve the use of coercive measures (secret surveillance, search and interim
seizure of assets or the instruments of crime, arrest and detention of the accused). These
coercive measures are followed by a trial which leads to the conviction or acquittal of the
accused. In the case of conviction, there can be a further stage — forfeiture of assets or the
instruments of or proceeds of crime (assessed on either a criminal law or civil law burden of
proof). The process follows a sequence and the focus is on drawing an adequate balance

12 see SC/8602, 23 December 2005. Under para. 18 of Resolution 1617, the Committee will “continue its work”
on the matter.

13 8/2005/572, paras 31 and 55.
14 A summary of cases is set out in S/2005/572, annex Il.

15 1-306/01, 21 september 2005 (hereinafter Yusuf case).
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between the interests of the individual in freedom, his/her personal integrity and the need for
a fair trial with the interests of the state in dealing effectively with criminality. In civil matters,
the issues are more simply providing access to court for individuals bringing claims against
one another and against the state (where this has acted in some way affecting individuals’
civil rights) and ensuring that the resulting trial is fair. In both civil and criminal matters, the
“centerpiece” could be said to be the fair trial. This involves inter alia an open leading of
evidence, an impartial, independent and competent court, the equality of arms of the parties
and, in criminal cases, the presumption of innocence of the accused. Secret investigative
measures which do not lead to trial have been dealt with under the protection of the home
and private life. Where such measures are part of the evidence lead in a criminal trial, the
issue which tends to arise is not so much admissibility of evidence, because the ECtHR
tends to leave this to national courts, but equality of arms (fair trial).

The possibility of proscribing organizations which engage in criminal conduct (e.g. attempted
overthrow of the democratic order) exists in a number of Council of Europe states. There is
usually a special procedure for this before a court, often a special court, whereby the
executive has to satisfy certain conditions, and the organization is given certain rights of due
process. If the organization is proscribed, membership can become a criminal offence, its
assets can be frozen or seized etc. Depending upon how national law is framed, it may or
may not be possible for an individual subsequently charged with membership of a proscribed
organization to plead that the decision to proscribe was incorrect or unlawful. Although
proscription can give rise to special human rights difficulties, proscription tends to be
conditioned on a criminal offence and as such, the traditional principles of due process can

be adapted to fit it.16

UN blacklisting does not fit into this more traditional pattern of due process. It bears a
superficial similarity to interim seizure of assets pending a trial, but it is in fact entirely
different. The fact that even a national judicial investigation into, e.g. terrorist financing may
be started on rather thin evidence is not really a problem in ordinary criminal investigations,
even when accompanied by interim executive or judicially ordered freezing of assets. This is
because such measures can later be challenged at the national level, either in separate civil
proceedings, or in the subsequent criminal trial itself. Where there is a criminal trial, then
either the state is found to have been justified in the interim seizure through the conviction of
the accused, or it is not, and the measures are lifted, if necessary after the affected person
has challenged them before a court. But at the UN level, the freezing measures are
alternatives to criminal investigations, not adjuncts. And, at least where these have been
properly implemented at the national level, there are major problems involved in challenging
sanctions. Thus, in practice it is very difficult for him or her to get them lifted by court order.

Nor does blacklisting fit into the pattern of the legislature proscribing conduct in general
terms which is then applied by the executive (police or prosecutor) in a specific case (a
decision to order a criminal investigation or to bring criminal charge). This is in one sense
very unsatisfactory. From the perspective of legal theory, the regulations violate the principle
of the separation of powers, a fundamental element of the Rechtsstaat. In “legislating by list”,

the Security Council acts as legislature, judiciary and executive.1” And even if one can

16 There can be due process difficulties where the proscription is administrative in character (admissibility of
evidence, fair hearing etc.), and any subsequent court review is of limited scope (e.g. only of “arbitrary” decisions,
but not of the merits). These difficulties are compounded when, as mentioned above, a person subsequently tried
for membership is not permitted to challenge the basis of the proscription of the organisation. For a US district
court case which found a US blacklisting to be unconstitutional for precisely these reasons see US v. Rahmani,
209 F. Supp 2d 1045 (C.D. Cal. 2002), discussed in E Broxmeyer, The Problems of Security and Freedom:
Procedural Due Process and the Designation of Foreign Terrorist Organisations under the Anti-Terrorist and
Effective Death Penalty Act, 22 Berkley JIL 439-488 (2004).

17 The ECtHR has several times found violations of the right of access to court where the legislature has
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argue that the Convention does not as such require a separation of powers, it is fundamental
to the concept of the “prescribed by law” — central to the Convention — that there be effective
independent controls on executive discretion. As the Court put it in Maestri v. Italy, “The law
should be accessible to the persons concerned and formulated with sufficient precision to
enable them — if need be, with appropriate advice — to foresee, to a degree that is
reasonable in the circumstances, the consequences which a given action may entail ...For
domestic law to meet these requirements, it must afford a measure of legal protection
against arbitrary interferences by public authorities with the rights guaranteed by the
Convention. In matters affecting fundamental rights it would be contrary to the rule of law,
one of the basic principles of a democratic society enshrined in the Convention, for a legal
discretion granted to the executive to be expressed in terms of an unfettered power.
Consequently, the law must indicate with sufficient clarity the scope of any such discretion

and the manner of its exercise”18

While international human rights presuppose a separation of powers, and meaningful
independent judicial control, the international legal system as a whole is instead based on a
monolith, the state. This is the argument which one occasionally comes across from people
who reject the view that the Security Council should voluntarily restrict its power to act as a
combined legislature, executive and judiciary. For opponents of the measures as they are at
present constructed, the mere fact that the Security Council has branched into an area of
activity previously reserved for states should not mean that the dearly won due process
safeguards which apply at national law should disappear. The advent of blacklisting without
meaningful appeal indeed calls into question cherished concepts of national law. As such it

creates a “dissonance” between our conception of the law, and its reality.19 Without wanting
to exaggerate, | would say that, for a lawyer trained in the idea of the Rechtsstaat,
blacklisting strikes at such a basic level of his or her understanding of what is law that it calls
into question why it should be obeyed. And at a time of an alleged “clash of civilizations”, if
European states wish to avoid this, then it is all the more important for them to adhere to
their own professed basic values, especially when targeted sanctions can particularly affect

people from immigrant groups in their own territories.20

| can now turn to a detailed examination of the substantive rights and remedies under the
ECHR which are relevant to targeted sanctions. These are: Article 6, 8, Protocol 1, Article 1
and Article 13. Article 8 includes a specific national security “accommodation clause”, as
does Article 6 (but only as regards the exclusion of the press and public from a trial).
However, the Convention organs have held that where there is an exceptional situation
threatening public order, such as a wave of terrorist violence, then this background can be
taken into account in determining the legitimacy of measures taken which allegedly infringe

those Convention rights which are not framed in absolute terms.21

interfered with the judicial function. See, e.g. Anagnostopoulos and others v. Greece, No. 39374/98, 7 November
2000 and Kutic v. Croatia, No. 48778/99, 1 March 2002.

18 No. 39748/98, 17 February 2004, para. 30. See also Parliamentary Assembly, Combating terrorism and
respect for human rights Resolution 1271 (2002).

19 For discussion of the “dissonance” problem in another context, see M. Reisman, Unilateral Action and the
Transformations of the World Constitutive Process: The Special Problem of Humanitarian Intervention, 11 EJIL 7-
15 (2000).

20 Thanks to Jonas Christoffersen for useful comments on this last point.

21 E.g. Brogan and Others v. UK, 29 Nov. 1988, A/145-B, para. 48, Zana v. Turkey, 19 December 1997, paras
59 and 60. See further the Guidelines on Human Rights and the fight against terrorism, March 2005, Council of
Europe publishing.
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Article 6: Criminal Charge

The concept of a criminal charge is autonomous. It is not decisive how national law defines
the proceedings. The criteria which the ECtHR applies are the nature and severity of the
penalty, the character of the act/offence and how the proceedings are classified under

national law. The first of these criteria is most important.22 Loss of remission23 or of a

driving licence24 has been treated as a “criminal charge”. The 1267 Sanctions Committee
and Monitoring Team have repeatedly stressed that sanctions are administrative in
character, and criticized states which have insisted on the national criminal requirements
being fulfilled before assets can be frozen. According to the Monitoring Team, the reasons
for not regarding blacklisting as a criminal charge are that many States have not criminalized
relevant acts of international terrorism, the evidence or testimony against terrorists is
classified or otherwise unavailable and because the procedure does not involve criminal

punishment or criminal procedure.25

The first argument is not convincing in view of the duty of criminalization contained in
Security Council resolution 1373, and does not in any event, mean that the Security Council
should not provide for a criminal-type procedure before one of its subordinate bodies. The
second argument appears to begin from the idea that the need not to reveal intelligence
material is overriding. As this supposedly makes a fair trial in the criminal sense impossible,
the proceedings must be classified as administrative. This argument is not convincing either,
as shown below when | discuss the ECtHR’s case law on fair trial. The third argument is not
an argument, but an assertion.

Nonetheless, it cannot be denied that it one sense, blacklisting is a strange type of criminal
charge. The Security Council decrees lay down no prohibited activity against which the
named individuals' actions or omissions are to be measured. And where there is no norm
laid down, the individual cannot breach it. Thus, the right to a fair hearing as regards a
criminal charge in the circumstances can be meaningless.

In Phillips v. UKZ26 the ECtHR ruled that proceedings for the confiscation of the assets of a
convicted criminal (as presumed earnings from drug trafficking) was not the “determination
of a criminal charge”. One can argue thus that as freezing, being a lesser measure than
confiscation, should not be covered either. However, in the Phillips case there had already
been a criminal conviction — established on an evidential standard of “beyond reasonable
doubt”. If the measure is seen as a criminal charge then the safeguards of Article 6(2), the
presumption of innocence, and the procedural safeguards of Article 6(3) will apply. An issue
under Article 7 might also arise (foreseeability/non-retroactivity of criminal law) in those
cases where the conditions applicable in national criminal law for freezing assets are not
satisfied.

Article 6: Reputation, Property and Access to Court

If blacklisting is not the determination of a criminal charge, then blacklisting fits into the
Convention framework of disputes over “civil rights”, private life, property and effective

22 See, e.g. Lauko v. Slovakia and Kadubec v. Slovakia, 2 September 1998.
23 Campbell and Fell v. UK, 28 June 1984, A/80.

24 Malige v. France, 28 September 1998.

25 See S/2005/572, paras 40-41.

26 No. 41087/98, 5 July 2001.
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remedies. The right to reputation is a civil right.27 Identification of a named individual as a
terrorist suspect and/or as assisting terrorists is an attack on a person’s reputation, thus
triggering a right of access to court to determine the issue, irrespective of whether the
alleged assistance is witting or unwitting. In both cases, the person is being held up for the
disapproval of others. One might argue that the Security Council resolutions do not actually
state that the named individuals are engaged in criminal activity, let alone constitute an

assessment of "evidence” of their complicity in crime.28 But it is evident from the Monitoring
Team reports, and the new definition of “association” that the individuals are suspected of
involvement in terrorism or financing terrorism.

Normally, a national court’s decision to implement an asset freeze of, or travel ban on, a
suspect would not in itself be defamation, but this is because such a measure is short-term.
The issue of guilt or innocence of the suspect in a criminal case will soon be determined in a
court, and so there is no need to take an extensive interpretation of defamation. The
situation is different here, as the person can be on a blacklist for a considerable time and the
blacklisting is not an interim stage in a criminal process, but an alternative to this.

The only ECtHR case so far (of which | am aware) on the issue of blacklisting and reputation

is Zollmann v. UK.29 This concerned two Belgian diamond merchants who were alleged in
the UK parliament by a government minister to be smuggling diamonds out of the area of
Angola controlled by UNITA and thus breaching the UN targeted sanctions against UNITA.
They were unable to sue for defamation in the English courts because of parliamentary
immunity. The ECtHR has previously stated that absolute parliamentary immunity is a

legitimate implied limit to access to court under Article 630 and it reiterated this in the
Zollman case. If this limit had not existed, it is evident that the ECtHR would have
considered the blacklisting to be an attack on one’s reputation.

This is not to say that the ECtHR considers that the persons have been defamed. This is not
its function. It simply means that, normally, an accusation that a person is assisting terrorism
should allow the person in question to bring defamation proceedings in a national court. This
national court would then normally require some sort of evidence to be produced before the
court that there are grounds for the accusation, although the standards will vary according to
the national law on defamation (truth, reasonable grounds for believing etc.). In many
conceivable cases, public sources would presumably suffice to show that such grounds
exist. Conceivably even special in camera procedures could apply where the evidence was
secret intelligence material. It may seem strange to some