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3271_27 / 3608_22 Planning Workshop
and participation at EuroDIG 2017

5-7 June 2017, Tallinn, Estonia
Provided under Cybercrime@EAP II and III projects

Outline

Background and justification

The implementation of the Cybercrime@EAP II and Cybercrime@EAP III projects,
focusing on matters of international cooperation and public-private partnerships in
cybercrime and electronic evidence, reaches an important milestone by mid-2017 in
terms of project management. Major studies are completed, regional meetings are held,
and implementation of in-country activities is underway, with major sets of planned
country-specific events already completed. At the same time, it is important, at this
point of time in project lifecycle, to critically assess the performance against project
objectives, identify the major gaps that could be addressed until the end of the project,
and re-engage project teams and partners into discussion about the future activities
that could take advantage of the expected project achievements.

The annual conference of the European Dialogue on Internet Governance (EuroDIG), to
be held on 6-7 June in Tallinn, Estonia, is a fitting and relevant context for engaging
project participants and partners into these discussions. Relevance of the topics in
terms of data governance, jurisdiction and cooperation on security of cyberspace
discussed during the EuroDIG 2017 to the international cooperation in terms of access
to electronic evidence is evident, while the conference in itself is a forum for public-
private cooperation and partnerships between the public sector and the Internet
industry. Estonia is a partner for Cybercrime@EAP projects and its hosting of the event
and the Planning Workshop/Steering Committee as one of the pre-events of the
EuroDIG 2017 is an expression of this partnership.

Last but not least, the EuroDIG 2017 is one of the preparatory events for the Eastern
Partnership Summit planned by the end of 2017 and contribution to the conference by
the Cybercrime@EAP projects is relevant and important for reporting and visibility of
project results in that context.
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Expected outcome

Carried out under Result/Immediate Outcome 1 of the Cybercrime@EAP II project (the
authorities responsible for mutual legal assistance in the six EAP countries will have
better skills and tools (manual, online resources) for international co-operation on
cybercrime and electronic evidence) and Result/Immediate Outcome 2 of the
Cybercrime@EAP 1III project (@ structured process of public/private cooperation on
cybercrime underway and agreements concluded), the activity is expected to achieve
better coordination between the C-PROC and the EAP countries in terms of optimising
and planning remaining and future project activities.

The event is also an opportunity for CEAP country teams to participate in the sessions
relevant to the topics of international and public-private cooperation on cybercrime and
electronic evidence in the framework of the EuroDIG 2017 conference hosted by the
Ministry of Foreign Affairs of Estonia.

By the end of the Planning workshop/Steering Committee meeting, the participants
and project partners would have discussed and decided on:

e Progress by Cybercrime@EAP projects up to date;

e Current gaps in project implementation to be addressed until the end of the project
- focus on outputs;

e Possible additional activities in light of planned extension of both projects in 2018;

By attending the sessions of EuroDIG 2017, the participants should increase their
knowledge and skills on the following:

e Issues of data and jurisdiction in the context of Internet Governance development;

e Full suite of issues related to human rights in a digital era, including privacy and
data protection;

e All of the topics for discussion under the category of security and crime, including
policies, strategies, cyber-security and child safety;

e Other sessions per interest and relevance to the project objectives.

Participants

The event will be attended by the following participants:

e Representatives of the country teams from Cybercrime@EAP II project team (2 per
country);

e Representatives of the country teams from Cybercrime@EAP III project team (2 per
country);

e PCF project coordinators from each EAP country;

e Project partners from Estonia, France, Romania;

e Representatives from the European Commission and Europol;

e C-PROC management and staff.

Administrative arrangements and location

The event will take place at the premises of the EuroDIG 2017 conference, Swissotel
Tallinn, Tornimde 3, 10145 Tallinn, Estonia.



Programme

Monday, 5 June 2017 - Planning workshop/Steering Committee — Room Tartu

15h00

15h15

16:00

16h15

16h45

17h30
18h00

Opening session

Opening address by Giorgi Jokhadze, Projects Manager, Cybercrime Programme
Office, Council of Europe

Welcome addresses by partners: Estonia and Europol

Introduction of the country teams

Report on the state of play in the EAP on cybercrime and e-evidence

Presentation by Giorgi Jokhadze, C-PROC, Council of Europe
Discussion on findings of the report.

Coffee-break
Discussion on outputs under Cybercrime@EAP projects:

Online resources related to EAP countries: further development;

Use of cooperation templates for Article 29/30 and Article 31 requests;

Policies service providers; cooperation agreements and cooperation with
multinational service providers;

Other issues to discuss, facilitated by C-PROC and partners.

Tour de table: proposals for Cybercrime@EAP projects’ extension in 2018

Discussion facilitated by C-PROC and partners

End of day 1
Welcoming cocktail reception at Swissotel

Tuesday, 6 June 2017 - EuroDIG

9h00

18h30
20h00

Attendance of the EuroDIG 2017 Conference hosted by the Ministry of Foreign
Affairs of Estonia

End of day 2
Social event: “10™ Anniversary Party” at Kulturikatel

Wednesday, 7 June 2017 - EuroDIG

9h00
18h30

Attendance of the EuroDIG 2017 Conference hosted by the Ministry of Foreign
Affairs of Estonia

End of event

Contacts

At the Council of Europe:

Giorgi JOKHADZE
Project manager

Cybercrime

Programme Office of the

Council of Europe (C-PROC)
Giorgi.Jokhadze@coe.int
www.coe.int/cybercrime
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