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The approach of Council of Europe

1 Common standards: Budapest Convention on
Cybercrime and related standards

“Protecting
you and your

2 Follow up and rights in
assessments: cyberspace” 3 Capacity

Cybercrime building:
Convention e ) C-PROC )
Committee (T-CY) Technical
cooperation

programmes



Budapest Convention: scope

Criminalising + Procedural + Internati_cmal
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Substantive Criminal Law




Substantive provisions:
e |llegal access
e |llegal Interception
e Data Interference
e System Interference
e Misuse of Devices
e Computer Forgery & Fraud
e Child Pornography
e [ntellectual Property Rights
e Aiding/Abetting
e Corporate Liability
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Article 2 - lllegal access

Each Party shall adopt such legislative
and other measures as may be necessary to establish
as criminal offences under its domestic law, when
committed intentionally, the access to the whole or
any part of a computer system without right.

A Party may require that the offence be committed
by infringing security measures, with the intent of
obtaining computer data or other dishonest intent,
or in relation to a computer system that is
connected to another computer system.
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® o / Privacy error X X

— C A Not Secure bttps://untrusted-root.badssl.com

Your connection is not private

Attackers might be trying to steal your information from untrusted-root.badssl.com (for
example, passwords, messages, or credit cards). NET::ERR_CERT_AUTHORITY_INVALID
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Article 3— lllegal interception

Each Party shall adopt such legislative and
other measures as may be necessary to establish as
criminal offences under its domestic law, when
committed intentionally, the interception without
rightt made by technical means, of non-public
transmissions of computer data to, from or within a
computer system, including electromagnetic
emissions from a computer system carrying such
computer data. A Party may require that the offence
be committed with dishonest intent, or in relation to
a _computer system that is connected to another
computer system.
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Article 4 - Data interference

1 Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal offences under its
domestic law, when committed intentionally, the damaging, deletion,
deterioration, alteration or suppression of computer data without right.

2 A Party may reserve the right to require that the conduct
described in paragraph 1 result in serious harm.

Article 5 - System interference

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the serious hindering without right of the
functioning of a computer system by inputting, transmitting, damaging,
deleting, deteriorating, altering or suppressing computer data.
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“Article 6 — Misuse of devices
1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a the production, sale, procurement for use, import, distribution or
otherwise making available of:
i a device, including a computer program, designed or adapted
primarily for the purpose of committing any of the offences
established in accordance with Articles 2 through 5;
ii a computer password, access code, or similar data by which the
whole or any part of a computer system is capable of being accessed,
with intent that it be used for the purpose of committing any of the
offences established in Articles 2 through 5; and
b the possession of an item referred to in paragraphs a.i or ii above, with
intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5. A Party may require by law that a
number of such items be possessed before criminal liability attaches.



2 This article shall not be interpreted as imposing criminal
liability where the production, sale, procurement for use,
import, distribution or otherwise making available or
possession referred to in paragraph 1 of this article is not for
the purpose of committing an offence established in
accordance with Articles 2 through 5 of this Convention, such
as for the authorised testing or protection of a computer
system.

3 Each Party may reserve the right not to apply paragraph 1
of this article, provided that the reservation does not concern
the sale, distribution or otherwise making available of the
items referred to in paragraph 1 a.ii of this article.
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The Terrifying Math of Phishing

Daniel Solove ¥ @danielsolove
Founder of TeachPrivacy TEACHPR VACY

June 11, 2015

“Training shouldinspire
people to think and to.care.”
- Daniel J. Solove

By Frits Ahlefeldt

by Daniel J. Solove

Although we are seeing increasingly more sophisticated attempts at phishing, it appears as though
eir hands on a program with spell check. Why are we still

many phishers still haven't been able to get th
seeing the $10 million lottery winning emails?

A recent article explains that for the phishers, it is all a numbers game:

“So, if 97 per cent of phishing attempts are unsuccessful, why is it such a large issue? Because there
re 156 million phishing emails sent worldwide daily. . . . Of the 156 million phishing emails sent

al




B Re-activate Your Account Now!! - Message (HTML)
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From:  HSBC BAMK PLC [securityservice@hsbe, co.uk] Sent: Thu 11/2/2006 19:33
To: contact@jamilandjamil.com
o

Subject:  Re-activate Your Account Now!

T Your money: get control,
HSBC m R0 1 .2 not just access.
2 Any time, anywhere.

HSBC Bank ple

|

HSBC Bank Plc is committed to maintaining a safe environment for its community of customers. To
protect the security of your account, HSBC Bank Plc employs some of the most advanced security
systems in the world and our anti-frand teams regularly screen the HSBC Bank Plc system for
unusual activity.

We are contacting you to notify you that on 1st Nov 2006 our Account Review Team identified some
unusual activity in your account. In accordance with HSBC Bank Plc's User Agreement and to
ensure that your account has not been compromised, access to your account was limited. Your
account access will remain limited until this issue has been resolved.

To secure your account and quickly restore full access, we may require some additional information
from you for the following reason:

We have been notified that a card associated with your account has been reported as lost or stolen,
or that there were additional problems with your card.

datory, and if not completed within the nearest time your account or credit card

This process is

may be subject for temporary suspension.
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From:  HSBC BAMK PLC [securityservice@hsbe, co.uk] Sent: Thu 11/2/2006 19:33
To: contact@jamilandjamil.com
o

Subject:  Re-activate Your Account Now!

T Your money: get control,
HSBC m R0 1 .2 not just access.
2 Any time, anywhere.

HSBC Bank ple

|

HSBC Bank Plc is committed to maintaining a safe environment for its community of customers. To
protect the security of your account, HSBC Bank Plc employs some of the most advanced security
systems in the world and our anti-frand teams regularly screen the HSBC Bank Plc system for
unusual activity.

We are contacting you to notify you that on 1st Nov 2006 our Account Review Team identified some
unusual activity in your account. In accordance with HSBC Bank Plc's User Agreement and to
ensure that your account has not been compromised, access to your account was limited. Your
account access will remain limited until this issue has been resolved.

To secure your account and quickly restore full access, we may require some additional information
from you for the following reason:

We have been notified that a card associated with your account has been reported as lost or stolen,
or that there were additional problems with your card.

datory, and if not completed within the nearest time your account or credit card

This process is

may be subject for temporary suspension.




B Re-activate Your Account Now!! - Message (HTML)
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From:  HSBC BAMK PLC [securityservice@hsbe, co.uk]

To: contact@jamilandjamil.com
o
Subject:  Re-activate Your Account Now!

Sent:

Thu 14/2/2006 00:56

HSBC ()

Incoming mail is certified Virus Free.
Checked by AVG Anti-Virus (https/www.grisoft.com).
Version: 7.0.173 / Virus Database: 268.13.22 - Release Date: 11/1/2006

Dear HSBC Bank Plc valued member,

On the date of 3th Januwary there was a login trials from
a foreign IP address which resulted with your account
temporary suspension .

for your security
you have to immediately reactivate your account

Please click the link below and you will be redirect to reactivate page :
hitps://hsbe.co.uk/1/2/inte metBanking/RequestRouter requestCmdld=Reactivate

Sincerely,
HSBC Bank Plc Security Department

This notification expires in 48 Hours

|

01:04



B Bank of America: important notification -Tue, 16 Jan 2007 02:57:48 -0800 - Message (HTM
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From:  Bank of America [accsupport_33352092985b@bankaf ametica. com] Sent:  Mone
To: Contact
o

Subject:  Bank of America: important notification -Tue, 16 Jan 2007 02:57:48 -0800

|

= . .
Bankummeriea‘?ﬁligher Standards Online Banking

Dear Bank of America customer,

Bank of America Protection Department requests you to start the client details confirm ation
procedure. By clicking on the link at the bottom of this letter you will get all necessary
instructions haw to start and complete the confirmation procedure, The following steps are to
be taken by all customers of the Bank of America.

Bank of America Department apologizes for the incanveniences caused to you, and is very
grateful for your cogperation.

To start the confirmation procedure, click the following link:

hittp: vy, b anko fameric a. com/onlin eb ankingi d7 4207341 1/session. coi

|http + v, bankof america com, onlinebankingid 1 98686052 wwwhealk infofsession, cgi

Bank of Armerica, N.A. Member FDIC. ‘@‘ Equal Housing Lender.
@ 2006 Bank of America Corporation. A1 rights reserved.




B Citibank: Confirm Your Identity -Mon, 15 Jan 2007 05:58:06 -0800 - Message (HTM
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From:  Ciibank [operator-9542175894 15461 ct@citi com] on behalf of Citbank [customerservice-num086581 244ct@eiti com]
To Contact
Ce

Subject:  Citibank: Confirm Your Identity -Mon, 15 Jan 2007 05:58:06 -0800

Sent:  Mone

>

citi

Dear Citibank customer,

Citibank Protection Department requests you to start the Global client details
confirmation procedure. By clicking on the link at the battam of this letter you will get
all necessary instructions how to start and complete the confirmation procedure. The

following steps are to be taken by all business and commercial customers of the
Citibank.

Citibank Protection Department apologizes for the inconveniences caused to yau, and
is very grateful for your cooperation.

To start the confirmation procedure, click the following link:

hittp: Mwe. citi. com/globalpatalidd 17 74033 app

\http:,l’,iwww.cit\.cum‘globa\portal.idﬁ?12632‘cpurn.b\ziappbpvnght @ 2007 Citigroup Inc.
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Flease take a momend 40 conflirm: your accoamd by paing Lo the following addness:
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=® TrustedBank ™

Dear valued customer of TrustedBank,

We have receved notice that you have recantly atempted to wEndraw the
folowng amount from your checking account whie in another courtry $135 25

¥ INS InfOrmation |3 not Comect, SOMEane unknown may Nave 3ccess 1o your

SCCOUNL. AS 3 Safety measure, please vist our webste via Ine Ank Delow 10 verty
YOur personal nformabon

DERDL e trusteoRank COMQEnSraliusyRfINio 230

Once you have done this, our frauc departmert will work 10 resoive this
gistrepency We are happy you have chosen us 1o 00 busingss win

Thank you,
TrustedBank

SUNTRUST

----- Qriginal Message-----

From: SunTrust Bank [mailto:clientserviceteam.refaz07178830404.nf@suntrust.com]

Sent: Wednesday, July 11, 2007 1:00 &M

To:

Subject: SunTrust Bark Client Service Team: Customer Alert!

Dear SunTrust Bank customer,

SunTrust Client Service Team requests you to complete Online Treasury Customer Form.
This procedure is obligatory for all business and corporate clients of SunTrust Bank.
Please click hyperlink below to access Online Treasury Customer Form.

http:#onlinetreasurymanager-id66744585 suntrust. comfibswebsuntrusticmserver/customer.cfm

Thank you for choosing SunTrust Bank for your business needs.
Please do not respond to this email.

This mail generated by an automated service.



The Budapest Convention — Standards

@™ Fiji ¥ | Find a branch / ATM | Contact us

Personal Signature Priority Banking Business v Aboutus w

Ways to bank Internet security threats
Internet Banking

Internet Bankin " We want to help our customers better protect themselves against potential
g Internet threats. By familiarising yourself with current threats and past trends, Log on a
you can increase of your chances of effectively combating the evolving tactics.

Register for ANZ Internet
Register . Security

The most recent banking security threats are listed below:

Banking
Frequently asked questions % = Phishing
= Spyware and adware e bk
Terms and Conditions « Miruses and worms g, Quicklinks
= Trojans . .
Protect your banking A Register for Internet Banking
Phishing Protect your banking
Security alerts o . . . i » Internet Banking FAQs
v Phishing is a scam where hackers 'fish' for your personal details by using emails .
» Terms and Conditions

claiming to be from financial institutions. This method continues to be favoured

Tips and hints . ;
. by online thieves.

e Emails claiming to be from banks or other legitimate institutions are sent in
¢ frand bulk. The email asks the recipient to provide sensitive information such as their
Types of frau username, password, User ID or PIN by providing a link leading to an

authentic-looking website, enabling thieves to gather the details for later

Internet security fraudulent use

threats
An example of a hoax email is shown below:

Security software
37



Deasr &2 ME BAaAMMK customer,

wWye recently revie wed wour aaiccount, and suspect that vyour
AMNE BAMN aaccount may hawe been accessed by an
unauthorized third party. Protecting the security of ywour
account amnd of the AMNEZ BANRNK network is our primsary

COr CErr .

Therfore, as a preventative measure | we hawve temporarily
limited access to sensitive ARSI B A2ARMKK ssccount festures .

Click the link beloww imn orcler to regsimn access to wour
@ccourt

it po= M et wit iy SN o comfaccount/updat e aspo

For more intormation sabhout how: 1o protect your sscocount,
please wisit AN EZ BA MK Security Center.

Wywe apologize for any inconwswenience this may cause |, aaind
spriciate your assistance in helping us maintaimn the imnte grity
of the entire 2. B AR system.

Thank vouwu for wour prompt attention to this matter.

Sincerely,

The 2 E BAMK Security Department Tesam.
I ]




Article 7 — Computer-related forgery

Each Party shall adopt such legislative and other measures as
may be necessary to establish as criminal offences under its
domestic law, when committed intentionally and without
right, the input, alteration, deletion, or suppression of
computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it
were authentic, regardless whether or not the data is directly
readable and intelligible. A Party may require an intent to
defraud, or similar dishonest intent, before criminal liability
attaches.




Article 8 — Computer-related fraud

Each Party shall adopt such legislative and other measures as
may be necessary to establish as criminal offences under its
domestic law, when committed intentionally and without
right, the causing of a loss of property to another person by:
a any input, alteration, deletion or suppression of computer
data,

b any interference with the functioning of a computer system,
with fraudulent or dishonest intent of procuring, without
right, an economic benefit for oneself or for another person.







Article 9 - Offences related to child pornography

1. Each Party shall adopt such legislative and other measures as may
be necessary to establish as criminal offences under its domestic law,
when committed intentionally and without right, the following
conduct:

a) producing child pornography for the purpose of its distribution
through a computer system;

b) offering or making available child pornography through a computer
system;

c) distributing or transmitting child pornography through a computer
system;

d) procuring child pornography through a computer system for oneself
or for another person;

e) possessing child pornography in a computer system or on a
computer-data storage medium.



2. For the purpose of paragraph 1 above, the term “child
pornography” shall include pornographic material that visually
depicts:

a) a minor engaged in sexually explicit conduct;

b) a person appearing to be a minor engaged in sexually explicit
conduct;

c) realistic images representing a minor engaged in sexually explicit
conduct.

3. For the purpose of paragraph 2 above, the term “minor” shall

Include all persons under 18 years of age. A Party may, however,
require a lower age-limit, which shall be not less than 16 years.
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Video (MPAA)
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Article 10 - Offences related to infringements of copyright and related
rights

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the infringement
of copyright, as defined under the law of that Party, pursuant to the obligations it
has undertaken under the Paris Act of 24 July 1971 revising the Bern Convention
for the Protection of Literary and Artistic Works, the Agreement on Trade-Related
Aspects of Intellectual Property Rights and the WIPO Copyright Treaty, with the
exception of any moral rights conferred by such conventions, where such acts are
committed wilfully, on a commercial scale and by means of a computer system.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the infringement
of related rights, as defined under the law of that Party, pursuant to the obligations
it has undertaken under the International Convention for the Protection of
Performers, Producers of Phonograms and Broadcasting Organisations (Rome
Convention), the Agreement on Trade-Related Aspects of Intellectual Property
Rights and the WIPO Performances and Phonograms Treaty, with the exception of
any moral rights conferred by such conventions, where such acts are committed
wilfully, on a commercial scale and by means of a computer system.
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Death toll rises in Bangkok bomb blast

Duncan Forgan and John Bacon, USA TODAY

COURTESY rafi"A.NGIZZZZ /INSTAGRAM

What local media is calling a bomb rocked a busy commercial area of Bangkok, Thailand on Monday.
According to police and rescue workers, at least a dozen people are dead. USA TODAY
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By Cory Bennett and Elise Viebeck - 05/17/15 07:30 AM EDT

Islamic terrorists are stoking alarm with threats of an all-out cyber crusade against the United
States, and experts say the warnings should be taken seriously.

Hackers claiming affiliation with the Islamic State in Irag and Syria (ISIS) released a video
Monday vowing an “electronic war” against the United States and Europe and claiming access to
“American leadership” online.

“Praise to Allah, today we extend on the land
and in the Internet,” a faceless, hooded figure
said in Arabic. “We send this message to
America and Europe: We are the hackers of the
Islamic State and the electronic war has not yet
begun.”

ADVERTISEMENT




2016 Washington Naion Worla

FBIl chief worries ISIS could use
cyberattacks against U.S.

By Wesley Bruer, CNN
O Updated 1207 GMT (1907 HKT) May 21, 2015

(CNIN)—ISIS is "waking up”™ to the idea of using sophisticated malware to cyberattack critical

infrastructure In the U.S.. FBI Director James Comey said Wednesday.

“Logic tells me it's coming,”™ and that the terror group is "looking into™ whether it is capable of pulling
off such attacks, Comey said at the Cybersecurity Law Institute at Georgetown University.

against the U.S., and althcugh he hasn't seen them yet. it jJust makes too much sense™ to see

M
Orver the last two years, Comey said there has been more attention paid to potential oyberattacks
deatrnuictive mahware end uo in the hands of terrorists .
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Make a Smoke Bomb

Do you enjoy ™2 sight of heavy smoke? Smoke DOMXS are fun, right? B I's even more
un whan you make your own Smoke DOmDs and use tem

Build orange smoke bombs
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Make a potassium nitrate and sugar smoke bomb
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SMak2 DOMD OF Tocket propelient. THIs oeo tusaria! will

Make a pull ring for a smoke grenade
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Make a tiny matchstick rocket

This c00l video torial will %230 you now % make 3 rocket with 3 few simple ings.
You'll need matches and Ciganefe box paper. That's . mare

Make mushroom fireballs with cigarette lighters
This 15 3 unigue 300 3MEZINgTY 835y 10 00 trick! Wtch Tis Vide0 10 522 now 1 make
ose magnificant mushroom firedalls burst ot of

more

Make nitrocellulese lacquer
Chack out ?is viceo Sorial on how % make nkroceliulose lacguer. NRrocalisiose Is 2
highly flammadile material made by treating . more

Make steel wool fireworks
Thits how-20 Vid20 SHows you Now % make Areworks out of s¥eel wool. Throw away those
132 spanciers and stan oeleoratng ke Mis! You'll more

Make the most putrid stink bomb ever
Kiokay Shows you how %0 make 3 ranchd, nasty, stink DomDd I Tis Vo= torial et bums
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www. tommyhilfiger.de
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How to make a binary explosive or IED
Ads by pulse 360
The following Clip shows how
easily a IED device can be
constructed, and to show the
power of just one drop of
binary explosive.
Just how safe is it to fly?
Related
— TNT
[«]| » {[*] 0 LIVEVIDES NP
Views: 373
Video Details From: iggy3s
| = 1IFST Views: 12,810 _Snread this Viden B
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@ Making plastic explosiv..

Making plastic explosives from bleach ,
I
(idea)by anglopwr Fri Mar 01 2002 at 0:31:12

I
r

This process is a valid (albeit dangerous) way to make potassium chlorate. The process
can be summarized by the following reactions: |
Step 1: When bleach (sodium hypochlorite) is heated, it decomposes into sodium I
chlorate and sodium chloride: L
;
3NaOCl --(heat)----> NaClOz + 2NacCl 1
Step 2: The potassium chloride displaces the sodium in the sodium chloride to form i
potassium chloride and sodium chloride: :
NaClOz + KCI ——-- > KCIlO3 + NaCl (
C
The problem with this synthesis method is that an excessive amount of stable table salt (
is produced. Not only does this reduce the effective yield of desired product, it requires /
purification, which is extremely dangerous for chlorates. You can lower the amount of salt /
produced by not adding the potassium chloride. By doing this, you will be left with ;
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Al-Qaeda’s 007

The extraordinary story of the solitary computer geek in a Shepherds Bush bedsit who

became the world’s most wanted cyber-jihadist

About a dozen uniformed police in riot gear, and a handful of
detectives, gathered outside the four-storey terraced house on a
quiet street just off Shepherds Bush roundabout in West London.

After a tip-off from overseas colleagues, they knew that inside was
a man in contact with a group planning a bombing in Central

Europe. His name was Younes Tsouli, but the detectives knew
litthe mnre ahnut him
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