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The Council of Europe  

Convention on Cybercrime 



“Protecting 
you and your 

rights in 
cyberspace” 

1 Common standards: Budapest Convention on 
Cybercrime and related standards 

3 Capacity 
building: 

C-PROC  
Technical 

cooperation 
programmes 

2 Follow up and 
assessments: 
Cybercrime 
Convention 
Committee (T-CY) 

The approach of Council of Europe 
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Budapest Convention: scope 

Criminalising 
conduct 
 Illegal access 
 Illegal 

interception 
 Data interference 
 System 

interference 
 Misuse of devices 
 Fraud and 

forgery 
 Child 

pornography 
 IPR-offences 

Procedural 
tools 
 Expedited 

preservation 
 Partial 

disclosure of 
traffic data 

 Production 
orders 

 Search and 
seizure 

 Interception of 
computer data 

International 
cooperation 
 Extradition 
 MLA 
 Spontaneous 

information 
 Expedited 

preservation 
 MLA for 

accessing 
computer data 

 MLA for 
interception 

 24/7 points of 
contact 

+ + 

Harmonisation  
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Substantive Criminal Law 



Substantive provisions: 

• Illegal access 

• Illegal Interception 

• Data Interference 

• System Interference  

• Misuse of Devices 

• Computer Forgery & Fraud 

• Child Pornography 

• Intellectual Property Rights 

• Aiding/Abetting 

• Corporate Liability 



Illegal Access 
 

Computer / Data / 
Program 





Article 2 – Illegal access 
  
  Each Party shall adopt such legislative 
and other measures as may be necessary to establish 
as criminal offences under its domestic law, when 
committed intentionally, the access to the whole or 
any part of a computer system without right.  
 
A Party may require that the offence be committed 
by infringing security measures, with the intent of 
obtaining computer data or other dishonest intent, 
or in relation to a computer system that is 
connected to another computer system. 



Illegal Interception 
 

Non-public 
transmissions 







Article 3 – Illegal interception 
 
  Each Party shall adopt such legislative and 
other measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally, the interception without 
right, made by technical means, of non-public 
transmissions of computer data to, from or within a 
computer system, including electromagnetic 
emissions from a computer system carrying such 
computer data. A Party may require that the offence 
be committed with dishonest intent, or in relation to 
a computer system that is connected to another 
computer system. 



Interference 
 

Computer / Data / 
Program 
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The Budapest Convention – Standards 
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The Budapest Convention – Standards 



Article 4 – Data interference 
  1 Each Party shall adopt such legislative and other 
measures as may be necessary to establish as criminal offences under its 
domestic law, when committed intentionally, the damaging, deletion, 
deterioration, alteration or suppression of computer data without right. 
  2 A Party may reserve the right to require that the conduct 
described in paragraph 1 result in serious harm. 

  
 
Article 5 – System interference 
 Each Party shall adopt such legislative and other measures as may be 
necessary to establish as criminal offences under its domestic law, when 
committed intentionally, the serious hindering without right of the 
functioning of a computer system by inputting, transmitting, damaging, 
deleting, deteriorating, altering or suppressing computer data. 









Article 6 – Misuse of devices 
1 Each Party shall adopt such legislative and other measures as may be 
necessary to establish as criminal offences under its domestic law, when 
committed intentionally and without right: 
a the production, sale, procurement for use, import, distribution or 
otherwise making available of: 

i a device, including a computer program, designed or adapted 
primarily for the purpose of committing any of the offences 
established in accordance with Articles 2 through 5; 
ii a computer password, access code, or similar data by which the 
whole or any part of a computer system is capable of being accessed, 

with intent that it be used for the purpose of committing any of the 
offences established in Articles 2 through 5; and 
b the possession of an item referred to in paragraphs a.i or ii above, with 
intent that it be used for the purpose of committing any of the offences 
established in Articles 2 through 5. A Party may require by law that a 
number of such items be possessed before criminal liability attaches. 



2 This article shall not be interpreted as imposing criminal 
liability where the production, sale, procurement for use, 
import, distribution or otherwise making available or 
possession referred to in paragraph 1 of this article is not for 
the purpose of committing an offence established in 
accordance with Articles 2 through 5 of this Convention, such 
as for the authorised testing or protection of a computer 
system. 
 
3 Each Party may reserve the right not to apply paragraph 1 
of this article, provided that the reservation does not concern 
the sale, distribution or otherwise making available of the 
items referred to in paragraph 1 a.ii of this article. 

http://a.ii/
http://a.ii/
http://a.ii/




E-Forgery 
 

E-Fraud 
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The Budapest Convention – Standards 





 

 

 













 

 

 



 

 
Phishing 
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The Budapest Convention – Standards 



38 

The Budapest Convention – Standards 



Article 7 – Computer-related forgery 
Each Party shall adopt such legislative and other measures as 
may be necessary to establish as criminal offences under its 
domestic law, when committed intentionally and without 
right, the input, alteration, deletion, or suppression of 
computer data, resulting in inauthentic data with the intent 
that it be considered or acted upon for legal purposes as if it 
were authentic, regardless whether or not the data is directly 
readable and intelligible. A Party may require an intent to 
defraud, or similar dishonest intent, before criminal liability 
attaches. 



Article 8 – Computer-related fraud 
Each Party shall adopt such legislative and other measures as 
may be necessary to establish as criminal offences under its 
domestic law, when committed intentionally and without 
right, the causing of a loss of property to another person by: 
a any input, alteration, deletion or suppression of computer 
data, 
b any interference with the functioning of a computer system, 
with fraudulent or dishonest intent of procuring, without 
right, an economic benefit for oneself or for another person. 



Child pornography 
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Article 9 – Offences related to child pornography 

1. Each Party shall adopt such legislative and other measures as may 
be necessary to establish as criminal offences under its domestic law, 
when committed intentionally and without right, the following 
conduct: 

 a) producing child pornography for the purpose of its distribution 
through a computer system; 

b) offering or making available child pornography through a computer 
system; 

c) distributing or transmitting child pornography through a computer 
system; 

d) procuring child pornography through a computer system for oneself 
or for another person; 

e) possessing child pornography in a computer system or on a 
computer-data storage medium. 

  



 

2. For the purpose of paragraph 1 above, the term “child 

pornography” shall include pornographic material that visually 

depicts: 

a) a minor engaged in sexually explicit conduct; 

b) a person appearing to be a minor engaged in sexually explicit 

conduct; 

c) realistic images representing a minor engaged in sexually explicit 

conduct. 

  

3. For the purpose of paragraph 2 above, the term “minor” shall 

include all persons under 18 years of age. A Party may, however, 

require a lower age-limit, which shall be not less than 16 years. 



Intellectual Property 



 

 

Music (IFPI) 

 

Video (MPAA) 





 

 

 

Software 





Article 10 – Offences related to infringements of copyright and related 
rights 

 1 Each Party shall adopt such legislative and other measures as may be 
necessary to establish as criminal offences under its domestic law the infringement 
of copyright, as defined under the law of that Party, pursuant to the obligations it 
has undertaken under the Paris Act of 24 July 1971 revising the Bern Convention 
for the Protection of Literary and Artistic Works, the Agreement on Trade-Related 
Aspects of Intellectual Property Rights and the WIPO Copyright Treaty, with the 
exception of any moral rights conferred by such conventions, where such acts are 
committed wilfully, on a commercial scale and by means of a computer system. 

 2 Each Party shall adopt such legislative and other measures as may be 
necessary to establish as criminal offences under its domestic law the infringement 
of related rights, as defined under the law of that Party, pursuant to the obligations 
it has undertaken under the International Convention for the Protection of 
Performers, Producers of Phonograms and Broadcasting Organisations (Rome 
Convention), the Agreement on Trade-Related Aspects of Intellectual Property 
Rights and the WIPO Performances and Phonograms Treaty, with the exception of 
any moral rights conferred by such conventions, where such acts are committed 
wilfully, on a commercial scale and by means of a computer system. 

 



 

 

 

Terrorism 
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Questions 

http://www.clker.com/clipart-10842.html

