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“Protecting 
you and your 

rights in 
cyberspace” 

1 Common standards: Budapest Convention on 
Cybercrime and related standards 

3 Capacity 
building: 

C-PROC  
Technical 

cooperation 
programmes 

2 Follow up and 
assessments: 
Cybercrime 
Convention 
Committee (T-CY) 

The approach of Council of Europe 

2 



 

 

Budapest Convention on 
Cybercrime 



Budapest Convention: scope 

Criminalising 
conduct 
 Illegal access 
 Illegal 

interception 
 Data interference 
 System 

interference 
 Misuse of devices 
 Fraud and 

forgery 
 Child 

pornography 
 IPR-offences 

Procedural 
tools 
 Expedited 

preservation 
 Partial 

disclosure of 
traffic data 

 Production 
orders 

 Search and 
seizure 

 Interception of 
computer data 

International 
cooperation 
 Extradition 
 MLA 
 Spontaneous 

information 
 Expedited 

preservation 
 MLA for 

accessing 
computer data 

 MLA for 
interception 

 24/7 points of 
contact 

+ + 

Harmonisation  
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International Cooperation 
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Informal Cooperation 

• Discretionary 

• Faster when works  

 

• Seldom work  

• Not evidence  

• Usually uneven playing field  

• Usually refusals  
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Examples: 
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Formal Cooperation:  Treaty or Convention 

• Bilateral MLATs  

• Archaic provisions  

• Slow  

• Not always lead to cooperation 

• Every country  

• Not a cyber solution  

• Need modernization  

• One country at a time  

• Regional - geographic limitations  
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Examples: 
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NEED: 

 

Formal International obligation  

Catches up with the speed of 

informal process  

Human rights  

Confidence & Trust 

Limited to criminal justice  
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• Harmonize laws 

• Not technologically specific or else become archaic 

• Not have everything or else no consensus.  

• Baseline. Inclusive treaty.  

• Harmonize procedures 

• Harmonized cross border procedures and 
cooperation 

• Not mutually exclusive. Complimentary 

• Members include those where data held and 
cooperation sought 
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Majority of Request Flows: 
 
 
 
Infrastructure States to Developing States 
 



 
Case Study: 

Avalanche Network 



Consider this situation: 

BOTNET 



Consider this situation: 

BOTNET 



Could you cope? 

Avalanche Crime Network 
 Started with a Ransomware attack in Germany 
 

 Four year investigation by German Police 
 

 30 November 2016 swoop 
 

 30 countries involved with FBI, Europol, 
Interpol 
 

 37 premises searched 
 

 39 servers seized, 221 servers put off-line 
 
How many arrests? 20? 50? 100? 

Just 5 arrests 
 



 

 

s 

 



30 countries - Prosecutors & 
Investigators  
5 arrested 
37 premises searched 
39 servers seized 
Over 180 countries Victims of malware 
identified 
221 servers offline  
(abuse notifications to hosting providers) 
 
Over 800 000 domains seized, sinkholed 
or blocked 
Largest-ever use of sinkholing to combat 
botnet infrastructures  
unprecedented in scale  

. 
 











Sinkholing  
is an action whereby traffic between infected computers and 
a criminal infrastructure is redirected to servers controlled 
by law enforcement authorities and/or an IT security 
company. This may be done by assuming control of the 
domains used by the criminals or IP addresses.  

 

When employed at a 100% scale, infected computers can no 
longer reach the criminal command and control computer 
systems and so criminals can no longer control the infected 
computers.  

 

The sinkholing infrastructure captures victims’ IP addresses, 
which can subsequently be used for notification and follow-
up through dissemination to National CERTs and Network 
Owners. 

https://www.europol.europa.eu/publications-documents/operation-avalanche-infographic










What challenges involved 
in  

Avalanche Operation? 



What challenges involved in  
Avalanche Operation? 

What malware used? 

What evidence required? 

How to request required evidence? 

What format is needed for required 
evidence? 



Operation Avalanche 
 
Issues breakdown into: 
 

 Legal 
 Procedural 
 Practical 

 
What about? 
 

 Political? 
 Economic? 
 Cultural? 



 
Case Study: 

Axact – Global Diploma Mill 



www.jamilandjamil.com  



Take down of a Global  

Organized Crime Syndicate 

• Swift Action  

• Over 700 TB of data 

• Over 14,000 websites 

• Legal entities all over the world 

• Cross-border money trails  

• Protecting US, UK, Australia, UAE, Saudi 
and other citizens and Governments 





 



 



 



 



• Pakistan not a member of: 

 Warsaw Convention  

 Budapest Convention  

 

• No mechanism for cross-border exchange 
of electronic evidence and financial trails 

 

• Innovation was the only option to 
successfully cooperate internationally, 
pursue case and freeze assets 



Spontaneous Information 

 

• Request submitted to FBI for 
information resulted in so much 
information that the request in effect 
became spontaneous interagency 
information sharing  

 

• Enabled FBI to initiate its 
investigation and ultimately send 
letter to FIA that was to be used as 
evidence in court 

 



• Law enforcement agency cooperated 
directly with US Federal Trade 
Commission 

 

• Cross border exchange – data had to be 
sent on physical storage devices 
(equivalent to over 10,000 pages of 
data) 

 

• Received prompt response after FTC 
conducted its internal investigation 
based upon data provided to it 

 

 



Cross-border Cooperation with Private 
Sector 

 

• Exchange of data between FIA and 
Michigan private attorneys resulted 
in quicker freezing of assets abroad 

 

• No need to go to Pakistan MoFA 
and Embassy to US DoS, DoJ and 
FBI 

 

• Michigan attorneys provided 
corporate data available to them, 
while FIA provided banking info – 
results used in courts in US and 
Pakistan  
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Being able to demonstrate:  

• best practice procedures/processes were 
in place  

• responsibilities were allocated  

• assisted in information exchange and led 
to greater international cooperation, for 
instance, from: 

 

 Michigan lawyers 

 FBI 

 FTC 





 

International co-operation tools 

 

• Operational and procedural rules 

 

• Common to other international conventions 

 

• Some of them, very innovative  

Budapest Convention on Cybercrime 



 

 

Mutual Legal Assistance 



• Default 

• Extradition 

• Legal Mutual Assistance 

• Spontaneous Information 

• Confidentiality and limitation on use 

• Expedited preservation of stored computer data 

• Expedited disclosure of preserved traffic data 

• Mutual assistance regarding  

– accessing of stored computer data   

– access to real-time collection of traffic data 

– interception of content data 

• 24/7 Network 

• Trans border Access 

 

 

 

Budapest Convention on Cybercrime 





Spontaneous information disguised as 
MLA request 

Budapest Convention on Cybercrime 



Spontaneous information disguised as 
MLA request 

Budapest Convention on Cybercrime 



 1 - A Party may, within the limits of its domestic law 
and without prior request, forward to another Party 
information obtained within the framework of its 
own investigations when it considers that the disclosure 
of such information might assist the receiving Party in 
initiating or carrying out investigations or proceedings 
concerning criminal offences established in accordance 
with this Convention or might lead to a request for co-
operation by that Party under this chapter. 

 

Article 26 
Spontaneous Information 

Budapest Convention on Cybercrime 



2 - Prior to providing such information, the providing 
Party may request that it be kept confidential or only 
used subject to conditions. If the receiving Party cannot 
comply with such request, it shall notify the providing 
Party, which shall then determine whether the 
information should nevertheless be provided. If the 
receiving Party accepts the information subject to the 
conditions, it shall be bound by them. 

 

Article 26 
Spontaneous Information 

Budapest Convention on Cybercrime 



• The authorities from a Party, within an internal 
investigation, discover that some of the information 
they obtained must be forwarded to the authorities of 
other Party 

• It can be done if the information seems to be useful or 
necessary to the beginning or the developing of an 
investigation respecting to a criminal offence in the 
framework of the Convention  

• According to Article 26, 2, this dispatch of 
information can be submitted to certain conditions, 
mainly of confidentiality 

Spontaneous Information 

Budapest Convention on Cybercrime 



1 - A Party may request another Party to order or 
otherwise obtain the expeditious preservation of 
data stored by means of a computer system, 
which is located within the territory of that other 
Party and in respect of which the requesting Party 
intends to submit a request for mutual assistance 
for the search or similar access, seisure or similar 
securing, or disclosure of the data. 

Article 29 
Expedited Preservation of Stored Computer Data 

Budapest Convention on Cybercrime 



• Expedited preservation of data stored in a computer system 

• Parallel framework to the internal provision 

• allows one contracting Party to require from other Party the 
expedited preservation of data 

• if at the same time expresses its intention of sending a formal request 
of assistance for a search, or a seisure, or any similar measure  

• The requested party must act with due diligence, to preserve 
requested data, according to its own national law 

• Dual criminality cannot be required by the requested party, as 
condition for preservation of data (except offenses other than 
Art 2-11 or political, sovereignty, security, public order, or 
other essential interests) 

Article 29 

Budapest Convention on Cybercrime 



Requesting Expeditious Preservation 

• Specify:  
• Authority seeking preservation 

• Offence that is subject of criminal investigation 

• Brief summary of facts of case 

• Stored computer data to be preserved 

• Any available information on custodian of data or 
location of computer system 

• Necessity of preservation 

• That party intends to submit request for MLA 
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Budapest Convention on Cybercrime 



Requesting Expeditious Preservation 

• Grounds for refusals: 
• Dual criminality only if party requires dual criminality as 

condition for responding to other mutual legal assistance 
requests and believes that condition will not be met (i.e. 
offenses other than Art 2-11) 

• Request in relation to political offence 

• Execution of request will prejudice sovereignty, security, 
ordre public or other essential interests 

 

• Period of preservation – at least 60 days 
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Budapest Convention on Cybercrime 



1. Where, in the course of the execution of a 
request made under Article 29 to preserve traffic 
data concerning a specific communication, the 
requested Party discovers that a service 
provider in another State was involved in the 
transmission of the communication, the 
requested Party shall expeditiously disclose to the 
requesting Party a sufficient amount of traffic 
data in order to identify that service provider 
and the path through which the communication 
was transmitted. 

 

Article 30 
Expedited Disclosure of Preserved Traffic Data 

Budapest Convention on Cybercrime 



Budapest Convention on Cybercrime 



Requesting partial disclosure of traffic data 

• Disclosure of sufficient amount of traffic data be 
provided to identify service provider and path of 
a communication 

 

• Disclosure may be withheld if: 

• Request in relation to political offence 

• Execution of request will prejudice 
sovereignty, security, ordre public or other 
essential interests 
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Budapest Convention on Cybercrime 



 

•Request to another State to search or seize (and 
disclose) data stored by means of a computer system  

• Located within the territory of the requested 
State 

• Including data that has been preserved pursuant 
to Article 29 

•[A.23 instruments] 

Article 31 - Mutual Assistance Regarding 
Accessing of Stored Computer Data 

Budapest Convention on Cybercrime 



1.A Party may request another Party to search or 
similarly access, seise or similarly secure, and 
disclose data stored by means of a computer 
system located within the territory of the requested 
Party, including data that has been preserved 
pursuant to Article 29  

 

2. (Ability of the requested party to do so) 

Article 31 - Mutual Assistance Regarding 
Accessing of Stored Computer Data 

Budapest Convention on Cybercrime 



3. The request shall be responded to on an expedited 
basis where: 

(a) there are grounds to believe that relevant data is 
particularly vulnerable to loss or modification; or 

(b) the instruments, arrangements and laws referred 
to in paragraph 2 otherwise provide for expedited 
co-operation. 

 

Article 31 - Mutual Assistance Regarding 
Accessing of Stored Computer Data 

Budapest Convention on Cybercrime 



Requesting access to stored data 

• Request to search, similarly access, seise or 
similarly secure  

• For expedited response: 

• request should have grounds that data is 
particularly vulnerable to loss or 
modification 

• MLAT and laws should allow for 
responding on expeditious basis 

 

Budapest Convention on Cybercrime 



• Possibility given to law enforcement from a Party to 
obtain evidence stored in a computer physically 
located in other Party’s territory 

• Without any request of international cooperation if, 
during a concrete investigation, the officers in charge 

• need to obtain open source information from a 
computer located in a foreign country ; 

    or  

• access data with the lawful and voluntary consent 
of the lawfully authorised person 

Article 32 – Transborder Access  

Budapest Convention on Cybercrime 



A Party may, without the authorisation of another Party: 

a)- access publicly available (open source) stored 
computer data, regardless of where the data is located 
geographically; or 

 

b) - access or receive, through a computer system in its 
territory, stored computer data located in another 
Party, if the Party obtains the lawful and voluntary 
consent of the person who has the lawful authority 
to disclose the data to the Party through that computer 
system. 

 

Article 32 – Transborder Access to Stored Computer 
Data with Consent or Where Publicly Available 

Budapest Convention on Cybercrime 



Two other data categories: 

 

Open source 

 

Publicly available 

 
G8  

Principles on Transborder Access to Stored 

Computer Data  

(Moscow 1999) 

Budapest Convention on Cybercrime 



Public/Open Source Data: 

 

Can be accessed by anyone and used as evidence 

even though ‘located’ in another country 

 

Budapest Convention on Cybercrime 



Private/Protected Data: 

 

Access restricted to authorised persons (need log-in 

credentials). 

 

Budapest Convention on Cybercrime 



1.The Parties shall provide mutual assistance to each 
other with respect to the real-time collection of 
traffic data associated with specified 
communications in its territory transmitted by 
means of a computer system. Subject to paragraph 2, 
assistance shall be governed by the conditions and 
procedures provided for under domestic law. 

 

2.Each Party shall provide such assistance at least 
with respect to criminal offences for which real-time 
collection of traffic data would be available in a 
similar domestic case. 

Article 33 - Mutual Assistance Regarding Real 
Time Collection of Traffic Data 

Budapest Convention on Cybercrime 



Article 34 
Mutual assistance regarding the interception 
of content data 
 • Mutual assistance in the real-time collection or 
recording of content data of specified communications 
transmitted by means of a computer system  

• to the extent permitted under their applicable treaties 
and domestic laws. 

Budapest Convention on Cybercrime 



• Obligation to create a permanently available contact 
point 

• a so called 24/7 network of contact points  

• General objectives of these contact points 

• to facilitate international co-operation 

• giving technical advisory to other contact points 

• activating the proper mechanism to expedited preservation 
of data 

• urgently collecting evidence 

• identifying and discovering suspects 

Article 35 
24/7 Contact Points 

Budapest Convention on Cybercrime 



• Operational network of experts on high-tech 
criminality  

• Provide help and cooperation very quickly even if a 
formal cooperation request must follow this informal 
way 

• One single point of contact for each country, available 
24 hours a day, 7 days a week 

• Direct communications between the points 

• Mainly planned to provide the possibility to immediately 
preserve traffic data and other stored data worldwide 

Article 35 
24/7 Contact Points 

Budapest Convention on Cybercrime 



• Most contact points are police-based contact points 

 

• Some are Prosecution Services contact points 

 

• Budapest Convention provided a legal basis to the 
24/7 network of contact points 

 

• 24/7 networks are recognised as one of the most 
useful tools regarding international cooperation 

24/7 Contact Points 

Budapest Convention on Cybercrime 



 

 

MLA request form templates 



http://www.doj.gov.hk/lawdoc/mla.pdf 

 

 

http://www.doj.gov.hk/lawdoc/mla.pdf


 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/fil
e/415038/MLA_Guidelines_2015.pdf 

 

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/415038/MLA_Guidelines_2015.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/415038/MLA_Guidelines_2015.pdf


 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/fil
e/415038/MLA_Guidelines_2015.pdf 

 

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/415038/MLA_Guidelines_2015.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/415038/MLA_Guidelines_2015.pdf
























 

 

What affects International 
Cooperation 



 

 

What affects International 
Cooperation 



Legal System 
 Common law 
 Civil Law 
 Hybrid 
 Islamic law 

 

Different powers & functions same name 
 Prosecutors/police 

 

Different codes of procedure 
 Custody deadlines 
 Powers to enter, search and seize 
 Surveillance powers (technical & physical) 

 

Bear in mind possible differences 



What affects International Cooperation? 
 

Making requests: 
 

 Legal Basis 
 Domestic procedures 

(Bureaucracy/getting permission) 
 Don’t know who to contact 
 Don’t know how to make a request 
 Don’t know what can request 
 Don’t know how to write a request 
 Lack of capacity and resources 
 Politics 
 Language 

 
 
 
 



What affects International Cooperation? 
 

Receiving requests: 
 

 Legal Basis 
 Domestic procedures 

(Bureaucracy/getting permission) 
 Lack of capacity and resources 
 Politics 
 Language 

 
 
 
 



What affects International Cooperation? 
 

 Trust 
 Capacity 
 Skills 
 Funding 
 Culture 
 Politics 
 Legal Structure 
 Speed 
 Time 
 Attribution 



 

Trust 

Previous Good  

Experience 

Past  

failures 
Perceived as 

trustworthy 

Good 

Structures 

Perception 

follow rules 

Understand system 

& procedures 

Don’t want to  

share credit 

Unknown 

quantity 

Leaks 

Similar  

Background 

Poor  

standards 



 

Capacity 
 

 Procedures exist to process a request 
 

 Sufficient staff to process request 
 

 Legally allowed to obtain evidence 
 

 Appropriate forensic tools to process 
the data 
 

 Appropriate equipment available  
(e.g. Faraday bags; secure storage) 



 

Skills   
 

 Forensic specialists skilled in the area 
of investigation requested 
 

 Specialist knowledge to request 
correct and appropriate analysis 
 

 Know how to fill in the request to 
appropriate legal standard 
 

 Competence in language of request 



 

Funding 
 

 Forensic specialists remain properly 
trained and retained 
 

 Able to purchase software licences 
 

 Able to pay any 3rd party charges 
– ISP costs 
– Defence Attorney fees 
– Translation 

 

 Able to pay for storage and secure 
transport of evidence 



 

Culture 
 

 Is there a cooperation mindset? 
 

 Has cooperation existed previously? 
 

 Prepared to share the credit? 
 

 Does hierarchy accept that impossible 
to go it alone? 



 

Politics  
 

 Do the countries have a working 
relationship? 
 

 Do those that authorise cooperation 
accept such a relationship is 
desirable? 
 

 Are there other political issues that 
could work against cooperation? 

 



 

Legal Structures  
 

 Is the dual criminality principle 
satisfied? 
 

 Are the countries signatories to an 
appropriate legal instrument? 
 

 Are the domestic laws and procedures 
in place? 
 

 Do they work well enough? 
 



 

Electronic evidence inherent challenges: 
 

 Identify and locate the evidence 
 

 Secure the hardware 
 

 Capture and analyse the data 
 

Maintain integrity and chain of custody  
 

 Comply with rules of court and admissibility 
 

 Link the suspect to use of the device at the 
relevant time (‘Attribution’) 

In final analysis, these are your aims: 

International cooperation should 
support and facilitate them 
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Questions 

http://www.clker.com/clipart-10842.html

