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International Law Enforcement Cooperation on Cybercrime

investigations: the role of INTERPOL

Mr Olusola Oguntunde
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Stolen & Lost Travel Documents

Example INTERPOL Databases



Fingerprints Nominal

Stolen Motor Vehicles

Examples INTERPOL Databases
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INTERPOL Eg

Digital Crime Investigative Support

Coordinating and facilitating transnational cybercrime investigations and operations
which involve intelligence sharing and providing guidance on best practices in
conducting cybercrime investigations.

Cybercrime Training
Providing range of training courses, targeted to the needs of participants,
covering topics such as emerging trends in cybercrime, investigation techniques,
digital forensics and more

Strategy & Outreach

Bridging the gap between the police and information communication technology
communities, bringing them together to fight cybercrime and to prepare for its
future developments

Cyber Fusion Centre
A secure and neutral collaboration workspace for law enforcement & industry to share
& develop cyber intelligence to tackle cybercrime and cyber-enabled crime



DIGITAL CRIME
INVESTIGATIVE
SUPPORT

L
Regional Bureau

Digital Crime Officer

@ 24/7 Point of Contact
for Cybercrime

Investigative and Operational
Support on Transnational
Cybercrime

Regional Working Group on
Cybercrime for Heads of Units
(America, Africa, Eurasian,
Middle-East & North Africa)

Cybercrime Investigation
Guidance

INTERPOL For official use only



CYBER CAPACITY BUILDING

CYBER TRAINING STRATEGY

NEEDS ANALYSIS

National Cyber Reviwes

CAPACITY BUILDING
DE-CONFLICTION PROGRAM

INTERPOL For official use only

Cyber Capacity
Building

STANDARDIZATION OF CYBER
COURSE CURRICULUM FOR LEA
Basic, Intermediate and Advanced

ADVANCED TRAINING
CURRICULUM DEVELOPMENT

Darknet Markets, Virtual Currencies

CAPACITY BUILDING PROJECTS

Externally funded: Japan -ASEAN,
COE, Canada DFAIT, etc
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Intake of Actionable Cyber
Threat Information

Sources of Information
include Private Industry,
Academia, Law Enforcement
and Other Organizations

Analysis and Enrichment
of Data

INTERPOL For official use only
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Project “Follow the Sun”

Singapore Buenos Aires

GMT 06:45 — 15:15
07:45 - 16:15
(Winter - local time)

08:45-17:15 GMT 14:45 - 23:15
GMT 22:45 - 07:15 (Summer - local time) 11:45 - 20:15 pm
06:45 - 15:15 (local time)

(local time)

Command and Coordination Centre (CCC)



Private Sector )
Academia

Regional Agency

o

i @

INTERPOL

Law Enforcement

INTERPOL For official use only
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Partnering for Cyber Resilience

WORLD
ECONOMIC
FORUM

INTERPOL

Davos 2016: eight key themes for the World Economic Forum
** Cybercrime and civil liberties

Highlighted by the WEF’s ‘Recommendations for Public-Private Partnership against
Cybercrime’ is the need for information-sharing and cooperation platforms between
business and law enforcement, with the INTERPOL Global Complex for Innovation (IGCl)
in Singapore recognized as such a model.

[DAavos Eorum



Ease of Criminal Use

®

Emerging Technology — Wide Spread and Huge Impact

Q Restriction in Information Sharing

@ Legislative Harmony

INVESTIGA
CYBERCRIME
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Thank You-Merci-Gracias

Mr. Olusola Oguntunde
Digital Crime Officer
INTERPOL Global Complex for Innovation



